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Summary of the Project
The overarching objective of PARTICIPATION is to identify future perspectives and trends of
polarisation, extremism and radicalisation as well as the social composition of the group at risk in
Europe by a participatory and provisional methodological strategy, that permits to co-create with
social actors, stakeholders and policy-makers effective strategies for prevention. So, the specific
objectives of PARTICIPATION are:
1. Multidimensional modelling to understand current and future trends of extremism, polarisation
and radicalisation: to develop a holistic multidimensional model based on participatory fieldwork
and mixed-method approaches, in order to better understand the different drivers of violent radical
ideologies, how these are organized in different pathways and, complementary to that, which
mechanisms, factors and strategies contribute to support nonradical attitudes and behaviours,
nowadays and in the future.
Sub-objective (a): targets: analysing and discussing, using a strategy based on the principles of action
research involving young people in different parts of Europe, the socio-psychological mechanisms,
such as social marginalization, alienation and polarization, that lead to radicalisation, with a special
focus on gender, sexuality and regional differences. These objectives will be achieved by milestones
M2 (“requirement of analysis and methodologies”) [month 6], and by M6 (“Models on radicalisation
and extremism”) [month 35].
2. Communication dynamics: to develop an analysis of extremism, polarisation and radicalisation
on-line dynamics by ICT tools (as semantic analysis) and to co-create with the involvement of civil
society strategies to contrast and preventing these phenomena. This goal will be achieved by
milestone M3 (“Communication analysis”) [month 9] and D.4.5. (“Analysing different communication
strategies against extremism and radicalisation”) [month 25], D.4.6. (“Projecting counter-narrative
campaigns involving young people”) [month 33], D.4.7 (“Methodological tools for evaluating counternarrative campaigns and validation”) [month 35].
3. Co-creation: fieldwork to analyse and to generate with the involvement of the social actors in
different social spheres, strategies of contrasting polarisation, extremism and radicalisation. Thus,
the research processes supporting the achievement of the following sub-objectives: Sub-objective
(b): Resilience: developing communicative tools, education approaches and community-based
strategies, with the involvement and cooperation of practitioners, stakeholders and young people
(with particular attention to gender balance), in order to improve the resilience of the communities
and people at risk. Sub-objective (c): Empowerment: to improve the awareness of young people and
communities as well as the society at a whole, toward the risks of extremism, hate discourses and
radical ideologies, contrasting the processes of marginalization, self-marginalization, and alienation
of ethnic, religious, gender and sexualities minorities.
4. Tools: to develop methodologies and policies recommendations for improving the action of
policymakers also on the basis of the previous field-work.
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Sub-objective (d): Methodologies for supporting decision-makers: to realize databases and a
systematic set of indexes and early-warnings, based on previous holistic multidimensional model
and fieldworks as well as a testing phase on its practical usability involving decision-makers, in order
to support them in decisions, improving effectiveness and social acceptability. Sub-objective (e):
Policies recommendations: developing a set of policies recommendations with the participation of
stakeholders, policy-makers and targets, in order to optimize strategies and interventions against
extremism, hate cultures and radicalisation, at micro, meso and macrolevel of the governance
process
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Executive summary
The purpose of this report is to analyse the current panorama of risk assessment tools and methodologies
relating to radicalization processes and violent extremism through a critical literature review. The aim is
to understand which tools and methodologies are currently most used in the field of contrasting and
preventing violent extremism and polarization and, in parallel, to deepen their limits, their output and
their field of application.
The classification of tools and methodologies and, consequently, the setting of the work was performed
following the logic of deliverables 2.1 "Far-right, far-left, separatism and religious extremism. A
comparative desk research on drivers" and 3.1" Comparative analysis of P / CVE policies and strategies
"of the PARTECIPATION Project. The logic was to highlight the radicalization drivers (what drives an
individual to radicalize), the policies (how the authorities do to prevent and combat the phenomenon)
and, therefore, the risk assessment tools and methodologies (how practitioners identify the signs of
radicalization). A specific part is also dedicated to the attention that European planning has dedicated to
these tools and methodologies,
Overall, the panorama of risk assessment tools and methodologies is quite fragmented and contradictory.
In fact, although there is a relative abundance of detection tools, these are numerically unbalanced in
favour of individual analysis, among the male population and within prisons.
The gaps in these tools, based on a mixed methodology that involves the use of statistical data on the
criminal history of prisoners and on the evaluation of sector experts (especially psychologists and law
enforcement agency staff), are numerous and not negligible. First, they have a limited impact on precriminal space, have little application on population groups other than prisoners (including women and
young people) and have limited statistical power at their disposal due to the low number of terrorists.
It follows that these tools are not able to grasp all the nuances of a complex and variegated process such
as radicalization, they are unable to interpret and grasp the signs of the progressiveness of the radical
path and tend to standardize the parameters of judgment on different types of extremism.
Group dynamics and assessments of community risk factors (understood as a unitary social body and not
as a sum of individuals) are underestimated. Then, when we refer to risk analysis at the national level,
these indicators become improper and inapplicable, giving way to terrorist threat assessment
methodologies simply understood as an attack on citizens and infrastructures.
The greatest risk linked to these indicators is therefore the difficulty in predicting the emergence and
development of radicalization phenomena before they manifest themselves as violent behaviours and of
being inadequate in investigating the very evolution of today's radical phenomenon that little it has to do
with terrorism. In fact, in a historical moment of great change in the dynamics of social interaction, both
the state authorities when the scientific community feels the need to create new analysis tools capable of
effectively understanding and preventing a phenomenon, radicalization, which is increasingly hybrid and
untied from dogmas and symbolic manifestations of the past.
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Introduction
Despite the total number of terrorism-related incidents in Europe has decreased over the last years
(TESAT, 2020, p. 5), the recent spate of attacks on European soil have served as a sharp reminder
that terrorism still represents a danger. The new Counter-Terrorism Agenda presented in December
2020 brought the attention back on the terrorist threat, that remains a priority topic in the EU’s
Security Union Strategy: indeed, jihadist cells are still active, right-wing and left-wing extremist
groups are on the rise and new forms of violent extremism are growing throughout Europe, partly
as a consequence to the multi-level pandemic crisis (EU Counter Terrorism Agenda, 2020).
Besides the relevance of counter-terrorism activities such as prosecution and deterrence, assessing
the risk of violent extremism in society represents a fundamental step to avoid violence to escalate.
As asserted in the EU Counter Terrorism Agenda, it is essential to “be able to better anticipate
existing and emerging threats in Europe. Information sharing and a culture of cooperation that is
multi-disciplinary and multi-level remain key for a solid threat assessment” (Ibid., p.2). Indeed,
specific risk assessment methodologies allow the different stakeholders involved in the process of
early detection and management of violent extremists to prevent possible violent attacks faster and
better.
Broadly speaking, risk assessment is the process of identifying all the key variables empirically
known that might lead individuals or groups to commit violence (Cornwall & Molenkamp, 2018;
Cook, 2014). The purpose of risk assessment is hence to detect radicalising or violence-prone people
and avoid them engage in violent offenses. Consequently, risk assessment tools consist of a set of
indicators and methodologies aiming at detecting behaviours, ideologies or mindsets that might
reveal the tendency or will to commit violence.
In recent years there has been an increase in the incidence of non-conflict related terrorist attacks
in the West; relatedly there has been an increase in the number of individuals (both violent and nonviolent) incarcerated for terrorism and terrorism related offences linked to these (and other failed)
attacks (van der Heide, van der Zwan, van Leyenhorst, 2019). While Europe and the USA has a long
history of dealing with individuals imprisoned for terrorism and related offences (e.g. Basque/ETA
related in Spain, Troubles related in Northern Ireland, Left wing groups in Germany and Italy, single
issue and Far right in the USA) since 9/11 there has been a substantial increase in attention to these
prisoners, a focus on how to conduct risk assessment with these individuals, and how do to
interventions with these individuals in prison and in the community. There is a substantial academic
literature on radicalisation, extremism and terrorism, however, much criticism is levied at the quality
of the data that underpins this literature, the lack of conceptual clarity in the field, and the
exceptionalism and reactionary nature of research on terrorism more generally (Bouhana and
Wikstrom, 2011).
The concept of radicalisation is vital to understanding the emergence of risk assessment type tools
for terrorism and political violence. This phraseology became relevant in discourses on terrorism
and political violence in the aftermath of 9/11, particularly so around the mid 2000s, and it refers to
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some (broadly undefined) process through which an individual moves from having mainstream
views to the adoption of radical ideas and relatedly radical behaviour , although not always in a
stepwise manner (Neumann, 2012). As an idea, it has undergone significant conceptual
development over the past 15 years, but it is still contested, its utility is unclear, and increasingly it
has been replaced by the term extremism (and/or violent extremism). Quite problematically, the
term radicalisation is still used as a jumping off point for policy and intervention development
focused on preventing potential involvement in terrorism and recidivism (Horgan 2017). There are
significant ethical and practical considerations in relation to the use of the term radicalisation not
the least is the assumption in some quarters that the process can be identified and used to identify
individuals who may potentially engage in terrorism and political violence.
Nonetheless, the term became common at the policy level when talking about terrorism and of risk
assessment, with the idea that specific tools can be used to measure radicalisation and to prevent
the engagement in violent behaviours and later to quantify the likelihood of recidivism amongst
those who are incarcerated for terrorism and terrorism related offences. The prominence of the
term has blurred the lines between the traditional conception of risk assessment (in a corrections
environment related to recidivism) and risk assessment of individual who have not yet engaged in
criminal activity.
In recent years, academic and institutional attention has grown towards polarisation processes in
the framework of radicalisation and violent extremism prevention. The focus is shifting towards the
analysis and management of any polarisation processes that may be activated at the level of groups,
communities and societies due to critical and destabilising events (e.g., increased migration flows,
Covid-19 pandemic)1. Indeed, the 'us and them' narratives and the spread of hate speech can create
conditions leading to violent extremism and terrorism. The two phenomena are closely interrelated
since radicalisation can also be defined as “the process of adoption of increasingly negative ideas
about an out-group and increasing harsh action against the out-group that are justifiable” (Berger,
2017). But it must be stressed, as RAN also points out, that “polarisation does not necessarily lead
to radicalisation and radicalisation does not have to result in growing polarisation. The answer lies
in the concepts of factors that make people vulnerable to extremist propaganda and recruitment”
(RAN, 2017: 5)2. Based on these assumptions, the Radicalisation Awareness Network developed the
Polarisation Management Manual for first-line practitioners (teachers, police officers, school
principals, social workers etc.) to raise awareness and guide professionals in preventing polarisation
in different spheres of society.
Interesting developments on the study of polarisation and violent extremism are emerging from the
ongoing European BRAVE project (McNeil-Willson et al., 2019) which identified 20 polarisation
indicators divided into the three levels micro (individual and familial level), meso (community level)

In recent years, RAN has dedicated a number of reports and activities related to polarisation. See the
website: https://ec.europa.eu/home-affairs/
2
Ex-post paper RAN POLARISATION MANAGEMENT MANUAL Thematic event, 6 July 2017, Amsterdam
(NL).
1
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and macro (state level). They aim to synthesise the current literature and practice within the four
areas of the BRaVE project focus: socio-economic factors; historical factors; cultural factors; and
communication-based factors.
Category

Macro

Meso

Micro

Socio-Economic

State Welfare

Minority Recruitment

Individual Assets

Segregation

Diversity Programmes

Far-Right Political Influence

Lack of Representation

Laws Protecting Minorities

Inter-Group Conflict

Lack of Transnational Identity

Lack of Cultural Mixing

Historical

Cultural

Individual Voting Behaviours

Individual Perceptions of Self
and Other

Ignorance of Minority Culture

Restrictions

on

Minority

Symbols
Communication-Based

Exclusionary Production

Polarising

16
Communication

Selective Communications

Online
Practices

Hate Speech Legislation

Polarising Media Content

The purpose of this report is to analyse the current panorama of risk assessment tools and
methodologies relating to radicalization processes and violent extremism. It seems appropriate to
emphasize that the report develops as a critical literature review on the subject and not as a direct
analysis of tools and methodologies. The aim of the review is to understand which tools and
methodologies are currently most used in the field of contrasting and preventing violent extremism
and polarization and, in parallel, to deepen their limits, their output and their field of application.
The classification of tools and methodologies and, consequently, the setting of the work was
performed following the logic of deliverables 2.1 "Far-right, far-left, separatism and religious
extremism. A comparative desk research on drivers" and 3.1" Comparative analysis of P / CVE

policies and strategies "of the PARTECIPATION Project. In fact, in deliverables 2.1 and 3.1 the analysis
and classification of radicalization drivers and contrast policies took place according to the division
into levels, specifically micro / individual, meso / social and macro / national. Likewise, this report
has classified the risk assessment tools and methodologies into individual, group and national. The
intent was to create harmony between the overall contents of the project and offer users a unitary
product. The logic was to highlight the radicalization drivers (what drives an individual to radicalize),
the law enforcement policies (how the authorities do to prevent and combat the phenomenon) and,
therefore, the risk assessment tools and methodologies (how they do practioners to identify the
signs of radicalization). A specific part is also dedicated to the attention that European planning has
dedicated to these tools and methodologies, in order to understand if and how the Brussels
institutions have concentrated on the subject and what are the gaps to be filled and the "virgin "To
explore.
Overall, the picture that emerges from the critical literature review is quite fragmented and
contradictory. In fact, although there is a relative abundance of detection tools, these are
numerically unbalanced in favour of individual analysis, among the male population and within
prisons. Therefore, they aim more to establish whether a person already arrested for terrorist
offenses can repeat similar actions in the future, or if his presence among other prisoners
constitutes a danger for the spread of radical messages or, finally, if the rehabilitation process and
social reintegration is progressing well.
The gaps in these tools, based on a mixed methodology that involves the use of statistical data on
the criminal history of prisoners and on the evaluation of sector experts (especially psychologists
and law enforcement agency staff), are numerous and not negligible. First of all, they have a limited
impact on pre-criminal space, have little application on population groups other than prisoners
(including women and young people) and have limited statistical power at their disposal due to the
low number of terrorists.
It follows that these tools are not able to grasp all the nuances of a complex and variegated process
such as radicalization, they are unable to interpret and grasp the signs of the progressiveness of the
radical path and tend to standardize the parameters of judgment on different types of extremism.
Group dynamics and assessments of community risk factors (understood as a unitary social body
and not as a sum of individuals) are underestimated. Then, when we refer to risk analysis at the
national level, these indicators become improper and inapplicable, giving way to terrorist threat
assessment methodologies simply understood as an attack on citizens and infrastructures.
The greatest risk linked to these indicators is therefore the difficulty in predicting the emergence
and development of radicalization phenomena before they manifest themselves as violent
behaviours and of being inadequate in investigating the very evolution of today's radical
phenomenon that little it has to do with terrorism. In fact, in a historical moment of great change in
the dynamics of social interaction, both the state authorities when the scientific community feels
the need to create new analysis tools capable of effectively understanding and preventing a
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phenomenon, radicalization, which is increasingly hybrid and untied from dogmas and symbolic
manifestations of the past.
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Risk assessment on radicalization and
violent extremism: an overview
CVE, PVE and the pre-criminal space
Countering violent extremism or CVE along with preventing violent extremism (PVE) are terms that
became commonplace over the past ten years (Williams, 2020). The terms relate to interventions
that are aimed to prevent engagement in violent extremism (a term used in place of terrorism) but
also to prevent recidivism for those already engaged in terrorist activity. CVE/PVE interventions
could reasonably be said to be the mainstay of many State and regional (e.g., UN, EU) bodies’
responses to terrorism. A central part of CVE/PVE is risk assessment and measurement. This is due
to several reasons, primarily of course to prevent recidivism, but also the need to identify who is in
need of intervention, and the need to measure the success of any intervention (presuming success
is a reduction in risk of the likelihood of engaging in terrorism). Arguably influenced by the events
of 9/11 (Heath-Kealy and Strauss, 2020) but also due to an increasing focus on the need to engage
in what is often called deradicalization (i.e., the reversing the process of radicalisation), several risk
assessment and quasi risk assessment tools have been developed to both identify the risk of
radicalisation and the risk of recidivism. These tools are used pre-emptively, but also in the
corrections environment. Whether or not the authors of these tools label them as risk assessment
tools, this is effectively what they amount to, and there are significant issues with their use. Sarma
(2017) points out the challenges of applying the concept of risk assessment to an individual’s
involvement in terrorism. One of these difficulties is represented by the fact that the literature
highlights that radicalisation and risk of carrying out a terrorist action do not go necessarily hand in
hand, even if this link seems to be conceived as a given at the policy level. So, at a very basic level,
there is no evidence that the concepts that underpin CVE/PVE and relatedly risk assessment are
conceptually sound.
In addition, Sarma (2017) also points to the vagueness of the definition of risk, to the lack of clear
evidence-based identification of risk/resilience factors and to the presence of false negatives
emerging from the application of terrorism risk assessment tools, indicating that such risk factors
researched are too broad and have low discriminative power in detecting who is really at risk.
Importantly, there is also the issue of how and where these tools are used. As will be discussed later,
in the case of other types of serious crime, risk assessment tools are used in the corrective
environment, not in what is called (problematically) the pre-criminal space. The notion of the precriminal space emerged in the United Kingdom’s counter terrorism strategy (PREVENT) and relates
to the intervention space for multi-agency professionals that exists prior to, one assumes, arrest,
charge and conviction of individuals for terrorism and related offences (Goldberg, Jadhav and
Younis, 2017). While originally the notion of the pre-criminal space was modelled on local crime
prevention initiatives in the UK, in recent years, it has taken on an epidemiological frame that focus
on vulnerability to infection amongst certain populations. In this case, risk is based on the likelihood
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of engaging in extremist violence, but also broadly adopting problematic extremist views and
attitudes.

Risk assessment in Prison
Unlike the focus on the pre-criminal space of the UK’s PREVENT agenda, risk assessment traditionally
was developed to be used in a corrections environment. In the case of terrorism and political
violence, risk assessment is of course used in the prison environment, but the leakage to use in the
community has been happening for some time. The use of risk assessment in prison for individuals
incarcerated for terrorism and related offences has received significant attention recently given that
some high-profile attacks (e.g., London Bridge 2019) were carried out by individuals who were
recently released from prison after serving long sentences for similar offences. In addition to the
focus on risk assessment and recidivism in the case of terrorism, there is a significant concern
regarding the role of prison as a site of radicalisation, i.e., that individuals convicted of non-terrorism
offences might be exposed to extremist ideas in prison and so become a terrorism risk through
some unknown contagion effect (Silke, 2017). While there is little empirical evidence of the degree
of this problem, it highlights the complexity of risk assessment in the case of terrorism and political
violence. In effect there are risk assessments in the pre-criminal space, risk assessment for
extremism ideas, risk assessment for extreme behaviour, risk assessment for recidivism
(corrections environment) and risk assessment for radicalisation (in a corrections environment).
Conceptually none of these settings or concepts are clear cut and so we are left with a very murky
environment in which to make sense of the role of risk assessments for terrorism and political
violence.
Finally, in the case of terrorism, apart from the relatively low numbers of perpetrators, from the
limited data that does exist (Hodwitz, 2019) it appears that recidivism rates are very low in
comparison to other types of offences. Rates of approximately 10% have been cited (McEvoy and
Shirlow, 2009), in comparison to up to 70% for other crimes (Silke and Morrison, 2020). While clearly
the nature of the offences is exceptionally serious, often involving serious harm and killing, the low
recidivism rate has implications for the potential success of any risk assessment tool given that we
are dealing in probabilities and given the margin of error limitations on any tools used.

Risk factors for extremism and terrorism
A major debate in the field of terrorism studies has long been the issue of the difference between
(crudely put) ordinary criminals and terrorist offenders. While there are superficial differences cited
in terms of motivation (e.g., altruistic motives, group benefit motive versus say financial motive) this
is not necessarily relevant as a point of differentiation. What is important in terms of differentiating
between both groups of offenders are the risk factors for involvement. It should of course be noted
that individuals who engage in ordinary crime can be one in the same individual who engages in
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terrorist offences and vice versa, and as such a clean differentiation is not possible. This makes it all
the more relevant to be clear what we are talking about when we refer to terrorism. The majority of
risk assessment tools use violence as a key indicator and refer to the notion of violent extremism in
their criteria for risk assessment. While as mentioned, RA tools are known to be used in the precriminal space, this is problematic. To use RA for the case of terrorism, given the highly politicised
nature of the label, the breath of behaviours that can constitute terrorism, and the lack of
conceptual clarity on any progression from extreme ideas to extreme behaviour, RA should refer to
violent extremism specifically. In this situation, there is a body of literature (although not always in
agreement) that focuses on the specific risk factors that apply to the case of terrorism, however,
there is limited empirical evidence to support specific risk factors for terrorism and violent
extremism and little evidence that identifies any difference between violent offenders and extremist
(violent) offenders (Pressman (2008); Pressman and Flockton (2012); Pressman, Duits, Rinne and
Flockton (2018); Lloyd and Dean (2015)). Like risk assessment across the spectrum of criminal
behaviour, risk assessment in the case of terrorism aims to identify how risks, motivations, needs,
vulnerabilities and resilient factors can interact and be assessed to inform the probability of a
specific adverse situation occurring (van der Heide, van der Zwan, van Leyenhorst, 2019). Each of
these elements of risk assessment should be tailored for a specific population and in the case of
terrorism, or more specifically violent extremism, each of these components should be linked to risk
factors specific to the behaviour (e.g., ideology etc). Importantly, each risk factor emerges from the
academic literature that exists on the topic, so the risk factors are very much dependent on the
nature and quality of the empirical research of which we know there are significant issues.

Risk assessment and recidivism prediction
As mentioned, risk assessment is a routine part of the management of individuals within criminal
justice systems. For some time now, most CJ systems across the globe have sought input from
psychologists and psychiatrists in order to find ways to definitively assess risk level for recidivism
(Miccio-Fonseca and Rasmussen, 2018). Risk assessment tools that specifically focus on violence are
widely used, and recently there has been in increase in tools that advocate even greater specificity
(e.g. terrorism / sex offences). Significant research exists to demonstrate that the more general tools
are moderately successful at predicting recidivism (Viljoem, Shaffer, Gray, and Douglas, 2017),
however there is little evidence to demonstrate the utility, validity and generalisability of the more
specific tools (Dressel & Farid, 2018).
Modern risk assessment tools are grounded in criminological and to a lesser degree psychological
theory. The outcome measure used to determine risk is the likelihood of recidivism, and predicting
recidivism is one of the main aims of conducting an assessment. In order to determine a risk profile,
information on an individual’s history of offending, their interpersonal relationships, their use of
illicit substances etc is gathered and this is evaluated in order to determine the probability of
recidivism (Howard, 2020). Importantly, these tools are designed for use with individuals who have
already engaged in deviant and/or criminal behaviour. Most recently risk assessments tools are
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developed in order to provide information on the rehabilitation needs of an individual, these are
known as fourth generation tools (Baglivio and Jackowski, 2013).
It is important to note that risk assessments are not psychological evaluations. Psychological
evaluations are specific measures of for example personality or psychopathology. These are carried
out by trained and licenced professionals using specific tools (Miccio-Fonseca and Rasmussen,
2018). Depending on the area, licensed and non-licensed professionals can complete risk
assessments – sometimes there is no specific process of training or expected qualification (e.g. for
example, unlike psychological assessment a PhD in Clinical Psychology is not required) (MiccioFonseca and Rasmussen, 2018).

Risk assessment tool emergence and development
The development of risk assessment tools is a complex process with several professional bodies
involved in recommendations on best practise, ethics and licencing (for example the British and
American Psychological Associations). There are several stages to the process involving
consultations with experts, a comprehensive literature review, access to a substantial sample, pilot
studies, validation testing, accuracy testing, generalisability test etc. Of particular concern for any
risk assessment tool development is the need to access a large sample for testing; without a large
sample the findings of any tool cannot be supported, and there will likely be low accuracy rates,
furthermore, predictive validity will also likely be low. The importance of testing and validation is
hugely important especially in cases where the tools are used to inform decisions on incarceration;
the outcomes can be life altering for the test subjects (Miccio-Fonseca and Rasmussen, 2018).
The politics of risk assessment tools must also be considered. Often there is a moral panic regarding
certain deviant behaviours and solutions are sought in order to enable law enforcement to identify
those at risk of engaging in that behaviour or evaluating an individual’s risk of recidivism. Such tools
are often highly regarded amongst those in front line policing, and amongst the security services.
While new tools that are rolled out to address pressing social issues e.g. extremism and
radicalisation, are often broadly welcomed, these tools may be lacking empirical validation. The
weaknesses of these tools relate to a range issues that emerge across the stages of development of
the tool (e.g. poor sample size, narrow sample, unsuitable literature review, etc) but also linked to
the expectations of what such tools can deliver. In addition, the creation of new tools takes time,
should always involve a peer review in established disciplinary journals and be open for broad
scrutiny, and oftentimes in the rush to offer solutions to pressing social issues, this process is
attenuated. Finally, the creation of a risk assessment tool is a highly specialised undertaking and
very few individuals are qualified or have access to the populations needed to undertake the task.
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Typology of risk assessment tools
Clinical judgement measures – this type of assessment is specific to psychological and forensic
use, and have been used in the evaluation of risk for violence across settings. These measures are
often unstructured judgements based on the experience of the practitioner and on the knowledge
of the individual in question. However, clinical assessment underwent a process of formalisation so
that measures of risk of recidivism were increasingly based on standardised scales (e.g. the
Historical and Clinical Risk assessment tool, HCR-20, by Webster and colleagues, 1997) and based
on risk factors that could be identified (Lynch, 2018 and Giacomuzzi, Velazquez and Garber, 2019).
Actuarial risk assessment tools are considered to be the most structured among evaluation tools,
and make extensive use of statical measures to assess the risk of an individual engaging in terrorist
activities on the bases of their score in the risk assessment process. They are highly prescriptive and
are deemed the most unbiased due to their stated objectivity and inter-rater reliability (Sarma,
2017).
Structural professional judgment (SPJ) tools combine elements of the two early measures, the
risk assessment is the result of the application of standardised questions, which guide the
professional/practitioner in the judgment of the risk of the individual. In this approach, SPJs provide
the practitioner with a useful framework to interpret the data they are collecting, without excluding
the context in which this happens (Sarma, 2017).
Parallelly to this typology, risk assessment tools can also be considered in light of their historical
development:
•

First generation tools: clinical judgment

•

Second generation: actuarial tools, only considering historical risk factors (e.g. previous
offending history)

•

Third generation: actuarial tools considering historical and criminogenic factors (also
referred to as risk/needs assessment tools)

•

Fourth generation: SPJ aimed at intervention and case management (Bureau of Justice
Assistance, 2021)

Diverse and minority populations
Creating an accurate, valid and generalisable risk assessment tool for a very specific group of
individuals who rarely engage in a complex set of behaviours is exceptionally challenging. At a very
basic level this is due to the difficulties in validating the tool; but managing to effectively risk assess
within group differences in a specific narrow population is even more complex. However, the
sample size is not the only issue, because other fields (e.g. risk assessment of sexual abusers) have
demonstrated that for females, and younger individuals, the risk factors themselves are different
and it cannot be assumed that a scale validated with males (adult or youth) is generalisable beyond
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this specific population (Miccio-Fonseca and Rasmussen, 2018). In very young children (e.g., under
age 12) the situation is even more complex, this is due to the ongoing and rapid developmental
change, the lack of professional attention to problematic behaviours in this population and the lack
of data on risk factors for such populations. In the case of extremism and terrorism, we know that
there have been a number of reports of young people being socialised into violence be it in the west
via groups such as The Fianna (Jackson, 2003) or in the youth wings of extreme right-wing
organisations (Gibson, 2019). Recently there has been significant concern regarding the abuse of
young children by ISIS and their indoctrination into violent ideologies and in some cases the use of
violence by these children (Morris and Dunning, 2020). The complexity of using risk assessments
with such a population should not be underestimated, and it is likely that the only tools (if any) that
might be appropriate in such circumstances are existing culturally sensitive age-appropriate
psychological assessments rather than bespoke risk assessment tools developed without access to
sufficient samples and expertise. Finally, the ethical implications of using standardised (or in some
cases non-standardised) tests with children are significant and this must inform any decision around
their use.

Populations
disabilities

with

neuro

non-typical

and

cognitive

The diversity of individuals who are neuro-non-typical or who have a cognitive disability cannot be
captured in any unified manner, but there are some general guidelines that should be considered.
The reaction to and perception of the behaviour as carried out by individuals who are in any way
vulnerable is not comparable to individuals who are not deemed to be vulnerable. Such individuals
may experience greater scrutiny and so the estimation of their risk may be increased. It is likely that
there are co-morbidities that complicate the degree of vulnerability. In addition, research has
demonstrated that such individuals may also lack support, and experience greater social isolation
thus increasing the degree to which these issues act as risk factors in any assessment. The
standardised process of testing should also be considered inappropriate in such circumstances and
this needs to be accounted for with any such populations.

Internet only offences
A range of deviant behaviours can occur both online, offline or a mix of both; increasingly these
spaces cannot be adjudicated separately. This needs to be a significant consideration in risk factors
are evaluated for any risk assessment tool. This issue is particularly stark given the generational gap
in how the role of the internet impacts relationships, communication and identity. There is a
generation of young people who have grown up with the internet, social media etc and it is an
integrated part of their culture that cannot be separated from other elements of their day-to-day
existence. This needs to be considered when evaluating risk and resilience factors for risk
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assessment tools and particularly when considering issues of gender and developmental stage. The
question of whether there needs to be a differentiation between activity that is always online, and
activity that is a blend of both online and offline and how this might be addressed in any risk
assessment needs to be considered. While there is substantial literature available on online
offending, much of it relevant to the case of terrorism and extremism, little is known about how the
locus of offending is or is not qualitatively different in terms of risk and resilience. Finally, the use of
risk assessment tools in intervention planning should attend to the issue of the online offline
dichotomy.

Ethics of risk assessment tools
There are significant ethical issues to consider when using risk assessment tools, not the least of
which are ensuring the use of appropriately validated tools, ensuring the tools are used on the
appropriate population, and the results of the risk assessment are understood and interpreted by
trained professionals. Tools that are not sufficiently evidence based and may inform decisions on
sentencing, parole or probation are hugely problematic (Miccio-Fonseca and Rasmussen, 2018).
Poorly constructed measures may lead to an over or under estimation of risk and serve to both
incorrectly criminalise an individual, but also fail to accurately predict recidivism thus not protect
the broader population from the problematic behaviour. This of course is not to say that tools
should not be used, but it is to point out that tools should be based on solid empirical evidence, be
validated, and be exposed to rigorous testing and retesting. Tools should not be assumed to be
generalisable beyond the population used for testing and validation; culture gender, and
developmental stage should be key components of any testing strategy.

Measuring change
Given the process of normal developmental changes amongst youth into early adulthood, and the
changes one might expect in individuals engaging in some form of intervention programme (e.g.
prison programme) a key component of any risk assessment tool is its ability to measure change
over time (Viljoem, Shaffer, Gray, and Douglas, 2017). The measurement of change over time is not
simply about quantifying the degree of change, but it is about linking the degree of change to a
change in the level of risk – and this is poorly researched in the field of psychometrics. In thinking
about addressing the issue of change, the considerations include 1) the sensitivity of the test, i.e.
can it pick up on subtle changes, 2) are these subtle changes a result of the scoring of the test or do
they represent actual change 3) does the test rely on dynamic factors (e.g. strategies for anger
management) or solely historic factors (e.g. past offending) and 3) how do we link risk to any change
identified. This measurement of change is particularly relevant when attempting to evaluate the
impact of interventions on a population, but also (especially in the case of youth) to capture how
developmental processes (cognitive and moral development) and social processes (e.g. peer group
interaction) and influential. Such an approach to risk assessment incorporates both a risk
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assessment and a needs assessment and is commonly referred to as a dynamic risk/needs
assessment. The aim of such an approach is to develop a complete picture of an individual’s risk of
recidivism but also identify the needs linked to that recidivism or lack of (Wright, Van Voorhis,
Bauman and Salisbury, 2007).

Gendered assessment
Risk assessment tools are informed by the academic literature that informs a particular topic. For
example, tools that measure aggression are intimately related to existing research on that subject.
On the whole, it can be safely said that the vast majority of risk assessment tools are based on
theories of offending that are based on research with male participants, tested on male participants
and validated on male participants. While across the spectrum of criminal behaviour, women
feature less prominently than men, they still represent a significant number of individuals who
engage with criminal justice systems (Wright, Van Voorhis, Bauman and Salisbury, 2007)
Generally speaking, the approach to risk assessment can be said to be assumed to be gender neutral
– this means that the risk factors for males and females are thought to be the same (Davidson,
Sorensen and Reidy, 2015). However, increasingly, attention is being paid to a gendered perspective
which argues that factors related to, for example, violence and recidivism amongst women differ to
those relevant for men meaning that the basis on which assessment tools are built are
inappropriate (Leven, 2019; Farrington and Coid, 2015). In addition to the issue of the differences in
risk factors, research has examined how the type of assessment might be more appropriate for men
and women. Research with female offenders has demonstrated that structured professional
judgements tools are often better suited to females convicted of a crime. In addition, the risk factors
incorporated into risk assessment tests are not universal, for example the influence of key
relationships on girls and boys has an impact on likely offending, with girls more likely to be involved
in criminality if their mother has a criminal record, whereas boys are equally influence by a father
or a mother being involved in criminality (Auty, Farrington and Coid, 2015).
A significant part of the issue with enabling a gendered approach to developing risk assessment is
the lack of research conducted with female samples and so the lack of a substantial literature base
on which to based tool development (Webb, 2017). In the case of terrorism and extremism, we know
that a patriarchal view has dominated the field (Cooke, 2020) and this influenced how we thought
about women’s involvement, women’s roles in violent groups and men’s role in influencing and
controlling women overall. In addition, and as has been discovered in other research (Seaman and
Lynch, 2022), women’s pathways into offending behaviours differ from those of men. In the case of
terrorism and violent extremism, less is known about gendered pathways into involvement and
further research is needed (Leven, 2019).
While the issue of gender is very relevant for risk assessment, it is also very relevant for intervention
planning based on the results of risk assessment processes. This makes it vital that risk assessment
takes known risk factors for women into account; many assessments ignore gender specific factors
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such as interpersonal relationships, mental health problems, parental issues, victimization, and selfesteem (Wright, Van Voorhis, Bauman and Salisbury, 2007). Services should be developed to meet
specific needs of individuals and these needs must be identifiable in order to develop appropriate
interventions and Webb (2017) points out that research has supported the finding that strengthbased rather than deficit-based models may be more effective with girls. Determining need should
be an integral part of the risk assessment and so ensuring the tool appropriately addresses gender
differences (and similarities) should be prioritised (Wardrop, Wanamaker and Derkzen, 2019).
Disregarding gender differences can lead to false positives and negatives in testing, an inflated or
deflated assessment of risk, the incorrect allocation of scare resources and of course recidivism
(Davidison, et al, 2015).

Ethnicity and the homogeneity of risk assessment testing
Often in the literature on risk assessment, it is noted that the sample was homogenous, as
mentioned this usually means it was white and male (Gillen, MacDougall, Forth, Barry and Salekin,
2019). Research on testing from a range of fields now routinely refers to the need to consider culture
and ethnicity in any assessment process, and points out that risk factors, resilience and coping styles
all vary across populations (Powell, Wegmann and Overstreet, 2018). However, even in more
recently designed assessment tools, ethnicity and culture are not always considered as part of the
original design, testing and validation. At a basic level there are insufficient numbers of minority
participants included in testing, but more globally individuals’ differences based on race, culture and
ethnicity are not designed in. As a result, oftentimes minority populations are assessed as being at
higher risk of recidivism than their white peers based on incorrect assumptions about the
universality of risk factors (Howard 2020). Furthermore, research has demonstrated that Black
offenders were more likely to be assessed as being at the highest level of risk of recidivism
comparted to any other racial/ethnic group (Threadcraft-Walker, Threadcraft, Henderson and
Rembert, 2018). Of course, the intersection of gender and race/ethnicity is a factor that needs
significant attention in the field as very few studies have attempted to address this issue (ibid). But
ultimately, criminal justice practitioners cannot know whether they are accurately assessing risk nor
providing the appropriate intervention services without knowing how well assessments perform by
gender and race/ethnicity.
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Individual level risk assessment tools and
methodologies
Generally, the panorama of risk assessment tools and methodologies for detecting the risk of
radicalization is dominated by means of individual analysis. This derives from the conception, widely
diffused in the community of academics and practitioners, of the predominantly singular and
individual nature of the radicalization process and of the dominance of individual / personal factors
over group related ones.
Furthermore, the vast majority of tools and methodologies refer to a few specific target groups,
namely the prison population or the Muslim community. As if that were not enough, the analysis
tools are mainly focused on the adult and male population and do not draw a clear line of separation
between detection and prediction and between violent extremism, terrorism and radicalization
process.
Prisons are often described as ‘hotbeds for radicalisation’ (Silke and Veldhuis, 2017) or “breeding
grounds” for radicalisation of prisoners sentenced for offences unrelated to violent extremism.
Prisons have played an enormous role in the narratives of every radical and militant movement
during the last decades. No matter how different their causes or backgrounds are, European
Marxists, Irish Republicans and Egyptian Islamists have all regarded their comrades’ imprisonment
as traumatic turning points in the histories of their movements. At the same time, prisons must also
provide an opportunity for prisoners to disengage from violence, preparing them for their social
reintegration into the community.
Prisons, as extremely unsettling environments, are “places of vulnerability” which offer nearly
optimum conditions for the prospering of radical ideologies because individuals are more likely to
search new beliefs and associations. Confronted with existential questions and deprived of their
existing social networks, prisoners with no previous involvement in politically or religious motivated
violence are vulnerable to being radicalised and recruited into terrorism. Some scholars have
analysed the different institutional and organisational factors that can lead to a radicalisation
process in prisons: poor living conditions, overcrowding, long periods of time in pre-trial detention,
high turnover of personnel and prisoners can create a situation where not only radicalisation can
spread but implementation of prevention/rehabilitation programmes may be very difficult to
accomplish (Silke and Veldhuis, 2017 ; Khosrokhavar, 2013).

28

An adequate risk assessment process on admission is essential and can be the foundation for
important decisions about security classification, allocation to different facilities and separation of
special prisoners from the general prison population in order to prevent radicalisation. The type of
activities to reduce exposure to violent extremism will depend on risk, vulnerability and local
resources. Silke (2014), for example, starting from the observation that there are different types of
steps in radicalization process, identified four broad grouping in prison:
•

Radicalized extremists (prisoners who entered prison already holding extremist views and
who had engaged in extremist actions);

•

Affiliates (prisoners who have been convicted of involvement in extremism or terrorism but
they were not radicalised;

•

Prison recruits (prisoners who have been radicalised within prison);

•

Vulnerable (ordinary prisoner vulnerable to be radicalised).
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The different populations of concern for terrorist risk assessment in prison (Silke, 2014b, p. 109).

Risk factors are therefore very different within prisons and special attention must be paid to the
dynamics that characterise each specific environment.
The growing number of people jailed for terrorism-related crimes in Europe in recent years has
created an urgent need to identify tools and strategies for their management. In other words, the
aim is to understand the motivations and needs of these individuals in order to prevent possible
recidivism and to be able to successfully deal with their reintegration into society.

Tools for risk assessment and risk management of the general offender population have been
developed and used for a long time, but the different characteristics identified in extremists,
according to many scholars, need specific evaluation and intervention methods.
The motivations, methods and goals of violent extremists differ substantially from those who
commit “ordinary” violent acts, i.e., they show a more complex framework in which specific personal
and contextual circumstances come into play (Pressman, 2009; Pressman at al., 2012; Pressman at
al., 2018; Lloyd and Dean, 2015), making it complicated, if not impossible, to measure risk factors
(Borum, 2015).
To respond to these needs, in recent years, a series of risk assessment tools have been developed
and are used for several purposes (RAN, 2018)3: prisoner categorization, support of pretrial work or
sentencing, rehabilitation etc. Most of these tools use the so-called SPJ approach.
To develop a Risk Assessment tool capable of effectively predicting who will commit a terrorist act
is a complicated undertaking, first of all, for two fundamental reasons: 1) The extremists are a
heterogeneous group (different needs, different personal motivations, different contextual factors
and different roles); 2) the low number of terrorists and the consequent insufficient statistical data.
Here is presented an overview of the instruments developed so far, analysing and synthesizing their
strengths and limitations. The critical analysis will focus in particular on the two most widespread
risk assessment tools used in European countries: ERG 22+ (Extremism Risk Guidance) and VERA-2
(Violence Extremism Risk Assessment, Version 2 Revised) (RAN, 2018)4.

As reported in the RAN paper Developing, implementing and using risk assessment for violent extremist and
terrorist offenders,, “the purpose of risk assessment is to point to future crime and manage offender risk
throughout the course of the criminal justice process. Risk assessment is the process whereby offenders
are assessed on several key variables empirically known to increase the likelihood of committing an
offense”.
4
RAN, Developing, implementing and using risk assessment for violent extremist and terrorist offenders, 2018.
3
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The table above illustrates all the major risk assessment tools used by EU Member States (Fernandez and
Lasala, 2021; p. 18).

VERA and VERA-2R
The Violent Extremist Risk Assessment is a structural professional judgement (SPJ), introduced in
2009 and then revised on the base of feedback obtained from practitioners who used the tool in
Australia (Pressman and Flockton, 2010). VERA 2 is a psychological risk assessment tool based on 31
characteristics divided into four sections (beliefs and attitudes, context and intent, history and
capability, and commitment and motivation) (Gilperez-Lopez et al, 2017; p. 12). The VERA 2R includes
three additional indicators relevant to radicalization assessment (Lloyd, 2019; p. 39). VERA was
developed in Canada, but its current version is in use in Europe, North America, Australia, and SouthEast Asia as well (ibid.). VERA 2R can be used for assessing violent extremism based on religious and
socio-political beliefs as well. One of the strengths of VERA 2R is that it is applicable to a whole
spectrum of extremist ideas (ibid. 45). The process of risk assessment requires detailed information,
specific criteria, and objectivity. One of its main shortcomings is that it can be used only in cases of
violent extremism, being unable to include cases of non-violent actions or support of violent actions
(ibid.).
ERG22+
The ERG22+, or Extremism Risk Guideline, was developed by Lloyd and Dean in the UK and is also a
SPJ and has been used in correctional facilities in England and Wales. It is using 22 factors divided in
three categories: engagement, intent, and capability (Gilperez-Lopez, 2017; p. 12). ERG aims to
assess the individual’s commitment to extremist groups, readiness to offend and to cause harm,
but it also creates recommendations to manage the risks (Lloyd, 2019; p. 13). ERG is used on the
offenders convicted of an extremist or terrorist offence, including all types of extremism, from
religious extremism, to far right, and animal rights activists (ibid.). This risk assessment methodology
is linked to the Healthy Identity Intervention, a treatment program focusing on the behaviour traits
identified as risky through ERG22+ (ibid. 17). On the other hand, there is no evidence that the used
indicators are predictors of risk, rather than just correlations (ibid. 18).
VAF
The Vulnerability Assessment Framework is another tool aimed at the individual and is implemented
in the UK as part of their PREVENT strategy. It is intended to evaluate the risk of radicalisation of an
individual, but, unlike VERA-2R and ERG22+ its scope is beyond the correctional setting. In fact, as
part of PREVENT, it is implemented by public institutions such as the NHS or the education system.
Parallelly to the ERG22+, this also looks at the dimensions of Engagement, Intent and Capability.
SQAT
Significance Quest Assessment Test. Developed by Arie Kruglanski in the USA, this tool is aimed at
individuals, but rather than being implemented by professionals, it is available to individuals in
correction facilities as a self-assessment questionnaire. It is based on the assumption that terrorism
is an extreme manifestation of what Kruglanski et al. (2014) call ‘significance quest’, a need for
meaning and status, hence, the test asks the individual to answer questions around the ‘3-Ns’:
needs, narrative and network. (van der Heide, van der Zwan, van Leyenhorst, 2019).
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IR-46
The IR-46 (Islamic Rdicalization) is a model developed and used by the Dutch National Police, and it
aims to detect signs of radical Islamist behaviour (Lloyd, 2019; p. 19). The model provides 46
indicators divided in two categories: ideologies (intentions) and social context (capabilities) (RAN
Manual, 2017; p. 89). It is a very strong tool for law enforcement staff trying to detect risks of
radicalization, although it is limited to Islamic radicalization only and its reliability and validity are
unknown (Lloyd, 2019; p. 23).
RADAR
The Radar framework was developed in the Australian context through the work of Barrelle (2015).
This framework is aimed at specific individuals deemed at risk by assessing 5 areas: social relations,
coping, identity, ideology and criminal action orientation (Trivalent Project, 2017) all assessed
through observable behaviours. The application of Radar is split in two different moments: one
when the individual is deemed at risk and the other, in case the individual is also confirmed as ‘at
risk’ by the initial screening, when a deeper risk assessment is carried out to design a ‘management
plan’ (van der Heide, van der Zwan, van Leyenhorst, 2019).
TRAP-18
TRAP-18 is a structured professional judgment instrument which focuses on “prevention rather than
prediction” (Meloy, 2017; p. 7). It aims to help prioritize cases according to their risk factors, to
identify warning signs, and to help assign resources where needed in order to manage the risk
(Lloyd, 2019; p. 33). This assessment protocol mainly focuses on lone actors identifying proximal
warning behaviours and distal characteristics (ibid. 34). The model suggests different degrees of
monitoring of individuals according to the number of characteristics and behaviour traits identified
in each case (Meloy, 2017; p. 7).
IVP
Identifying Vulnerable People is a model that was developed in the UK and it provides practitioners
with a check list of behaviors that might lead to radicalization (Egan et al, 2016; p. 23). The guide
contains 16 indicators, five of which are considered red flag indicators (Lloyd, 2019; p. 25). It is easy
to access and to use, but some of the indicators are relevant mostly in the case of Islamist extremism
(ibid. 27). One research analyzing the IVP risk assessment tool finds it reliable and argues that it is a
useful tool to identify those individuals who might be at risk of becoming extremists (Egan et al,
2016; p. 29).
PREVENTING RADICALIZATION AND DISCRIMINATION IN AARHUS
Through a cooperation between East Jutland Police and Aarhus Municipality efforts have been made
to prevent radicalization of youth (Agerschou, 2014; p. 6). Besides radicalization prevention this
program also aims at providing guidance on radicalization and handling individual cases of
radicalization (ibid. 7). Parents of radicalized or at-risk youth are offered counseling, and in the
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framework of an Infohouse public servants and citizens can bring concerns regarding individuals
(ibid.). Through a multidisciplinary approach practitioners can differentiate between an “innocent
youth rebellion” and serious cases of radicalization (ibid.). Through this program mentors are
helping at-risk or radicalized youth on matters such as education and employment, physical and
mental health, and offer a space for dialogue on several social, political and religious topics (ibid.
14).
The first substantial difference between these tools lies in how their developers perceive risk, some
tools such as VERA-2R and SQAT focus on the risk of an increased willingness to contribute to violent
extremism, other tools seek to provide an indication of the level or degree of radicalization (R-Rap,
IR46 and Radar). The real crux of the issue is linked to the complexity of the radicalization process
and the impossibility of identifying a certain causal link between risk and radicalization and between
radicalization and violent extremism.
The Characteristics of each tool can be summarized on the basis of 4 aspects:
•

The objective of the tool;

•

The end-users of the tool and training requirements;

•

The institutional context within which the tool can be used;

•

The type and level of information that is required for a valid assessment.
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The objective of the tools may range from offering general awareness of radicalisation, focusing on
assessing the level of radicalisation and offering support to inform decision-making processes (for
instance about interventions plans in prison or after detention). Most of these tools (VERA-2R,
ERG22+, RRAP, the Radar and SQAT) are in fact very useful to determine prisoner placement and
early release. VERA-2R, in particular, aims to assess the individual risk of terrorists and violent
extremist prisoners by providing information about the propensity to violent action and assess how
to prevent it, the information gleaned under assessment are used in interventions and programmes
supporting rehabilitation of individuals. ERG22+ also provides an approach to identify, manage, and
address extremism for low enforcement agencies and correctional agencies. ERG22+ contains a
screening tool which allows for its use with vulnerable offenders not convicted of terrorist offences
but considered at risk of radicalisation facilitating effective and targeted intervention.
With respect to end-users, some of the risk assessment tools presented are aimed at supporting a
variety of professionals from different sectors dealing with radicalised and violent individuals
(judges, analysts, security services, care-providers, etc.), while others are designed for specific
categories of professionals. VERA-2R is aimed at forensic mental health experts, national security
analysts, police, probation, prison staff, while RRAP, for example, is a tool designed exclusively to
support prison staff work.
As regards the institutional context within which these tools are used, most of them are used to
support informed decision making about sentence planning, relocation, reintegration and release,
some are also used within prison settings (VERA-2R, ERG22+, the Radar and SQAT).
Finally, with respect to the practical implications for the use of the tools, it should be noted that
most of these tools, based on an SPJ approach (all except SQAT which is based on a selfquestionnaire) are resource-intensive because they require a lot of information and they can take a
long time to complete a single assessment. For example, VERA-2R requires two steps: first it is
necessary to verify the presence or absence of the item and its degree of severity, then it is
necessary to integrate this information with a more in-depth assessment of the individual risk by
including the context in the assessment. ERG22+ also recommends that the tool be used by multiple
assessors to avoid any risk of manipulation and intimidation.
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ERG22+ and VERA-2R: a comparison
ERG22+ uses an SPJ approach to analyse personal and contextual factors and circumstances that
contribute to the process of radicalisation and offence of an individual. The factors that impact an
individual are divided into three dimensions:
•

Engagement: factors for involvement and increasing identification with a cause/ideology of an
extremist group. A total of 13 factors are identified, including some personal (e.g. "need to redress
injustice", "need for status"), others contextual (e.g. "family and/or friends support"), others
circumstantial (e.g. "mental health issues");

•

Intent: 6 factors are identified to measure the individual willingness/preparation to use violence
and illegal means (e.g. "over-identification with a group, cause and/or ideology, "us and them
thinking");

•

Capability: factors that allow an individual to cause offence on behalf of a cause and that have
to do with the knowledge, skill, resources, networks at disposal.

The suffix + includes other possible factors that could significantly influence the three domains
identified.
At the base of this tool, as highlighted by its developers (Lloyd and Dean, 2011; 2015), there is a
theoretical model (Self-Determination Theory) that focuses on the importance of competence in
terms of motivation. Taking up the theory of reasoned action (Ajzen and Fishbein, 2005) it is argued
that thinking about doing something may, in turn, influence attitudes and thoughts and
consequently action. This means that a person does not necessarily hold strong beliefs in order to
act.
VERA-2R is a more complex and articulated tool than ERG22+ because it is composed of a larger
number of items (36) divided into 5 domains: Belief, Context-Intent, Commitment and motivation,
History and capacity, Protective items. There is also an additional domain exploring 11 factors
related to criminal history, personal history and mental disorders.
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ERG22+

VERA 2-R

Engagement

Beliefs
Context-Intent

Intent

Commitment and motivation
History and capacity

Capability

Protective items

Item’s distribution into domains

Objectives
Both developers of these two risk assessment tools make it clear that they do not have the ability
to predict risk but only to 'manage' it by providing support for a probability judgment.
ERG22+ points out that the categories do not have the same predictive value, therefore a
summation logic is not valid: several elements identified are not equivalent to a higher level of risk.
The objective is not predictive but seeks to provide information on risk levels.
VERA-2R presents itself instead as a diagnostic tool: the objective is to assess whether a person is
going to commit an offence (ideologically motivated) and to quantify the probability through a risk
assessment based on a qualitative exercise, i.e., the analyst's personal judgment.

Targeted populations
Differences emerge between the two tools compared to targeted populations. What types of
offenders are put under scrutiny? The question is important because it depends directly on the
definition of 'offense' that is taken into account. In some contexts, such as France and the UK, the
definition of violent extremist offense refers to lower threshold extremism which does not
necessarily involve the commission of a terrorist attack. ERG22+ having been built on the basis of
actual UK cases does not only focus on those who have committed classic terrorist attacks (Lloyd
and Dean, 2011). On the contrary, VERA was built to assess terrorists expressly referring to the
definition of terrorism given by the US Department of Defence, i.e. focusing on higher level acts of
'classic' terrorism (Pressman and Flockton, 2012). This aspect is very relevant according to the
national contexts in which the tool must be employed. As some scholars point out, in some cases,
the fundamental aspect is to be able to understand who is radicalized even if he/she has not yet
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committed terrorist attacks, once the crimes have been committed, the added value of the
evaluation could be limited (Herzog-Evans, 2018).
Both ERG22+ and VERA-2R developers claim, however, that their tools are capable of being adapted
to the analysis of a wide variety of extremists.

Differences and similarities
VERA-2R and ERG22+ have much in common and many similar items despite the former giving more
emphasis to ideology and the latter to identity. Below is a list of commonalities:
•

The items are built on both personal and psychological factors as well as situational factors.

•

They are based on a literature of social psychology and socio-political also giving relevance
to factors such as the perception of injustice, the dehumanization of the enemy, ideological
motivations etc.

•

They present items on the criminal history. VERA-2R emphasizes the marked differences
between violent extremists and other types of offenders, whereas the developers of ERG22+
point out the presence of not dissimilar traits between violent extremists and the criminal
population in general.

•

Centrality of identity items. ERG refers to this aspect with the item 'us and them thinking',
while VERA identifies it as 'identity conflict'. This is a crucial factor in the radicalised
populations that scholars identify as a process that goes through a phase of identity certainty
crisis and need, accompanied by the fusion with a group and the emergence of a new social
identity (Sageman, 2004; Orsini, 2011, 2020).

Differences between the two tools we note:
•

Relevance of psychopathological factors. ERG22+ considers a number of psychological
factors, in particular the need for the domination of others linked to authoritarian traits of
personality and one linked to psychopathology. VERA presents, only in its most updated
version, items that refer to mental illness.

•

VERA-2R emphasizes the marked differences between violent extremists and other types of
offenders, whereas the developers of ERG22+ point out the presence of not dissimilar traits
between violent extremists and the criminal population in general.

•

Centrality of identity items. ERG refers to this aspect with the item 'us and them thinking',
while VERA identifies it as 'identity conflict'. This is a crucial factor in the radicalised
populations that scholars identify as a process that goes through a phase of identity certainty
crisis and need, accompanied by the fusion with a group and the emergence of a new social
identity.
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•

Relevance of psychopathological factors. ERG22+ considers a number of psychological
factors, in particular the need for the domination of others linked to authoritarian traits of
personality and one linked to psychopathology. VERA presents only in its most updated
version items that refer to mental illness.

•

VERA refers to the so-called protective factors while according to ERG22+ the absence of
certain risk factors in the analysis is already to be intended as a protective factor. The risk
otherwise is that of being redundant in measuring the same size twice (absence of risk factor
and presence of the protective factor).

Risk assessment in virtual space: internet and social media
Radicalization is not a recent phenomenon, but it continues to be a constant challenge. New
technologies and the growing polarization of society are contributing to the problem, making
radicalization a major threat across the EU. In addition, the current absence of a shared definition
of terrorism and the complex phenomenology of radicalization, deals with broad international
issues such as the instruments of contrast and prevention of them. Ideology is an intrinsic factor in
the radicalization process of which religious fundamentalism is often the fulcrum. But radicalization
is rarely fuelled by ideology or religion alone: it often begins with individuals dissatisfied with their
lives, society, or the local and foreign policies of their governments. The processes of radicalization
exploit the power of social networks, used to get in touch and then stay connected with people.
Physical and online networks provide spaces in which people can radicalize: the more these spaces
are closed, the more they can act as echo chambers where participants foment each other with
extremist theses without contradiction. Research has shown that violent extremist actions are the
result of learned behaviours and, often, a protracted process of cognitive and behavioural
adaptation. The internet is one of the main channels for spreading extremist views and for recruiting
individuals. Social media have amplified the impact of both jihadist propaganda and far-right
propaganda by providing easier access to a wider audience and the ability for terrorist organizations
to use narrowcasting. fragmentation of content) for recruitment or to increase the ranks of 'trolls'
to support their own propaganda. According to the 2020 report on the situation and trend of
terrorism in the EU in recent years, encrypted instant messaging applications such as WhatsApp or
Telegram have been widely used to coordinate and plan terrorist attacks and the preparation of
recruitment campaigns. Some extremist organizations are known to have used schools, universities
and places of worship such as mosques to attract new affiliates.
Although the major responsibility for tackling radicalization lies with each EU State, various tools
have been developed to help combat the phenomenon at European level. The Radicalization
Awareness Network is a project created to help frontline workers across the EU (such as teachers,
police officers and prison authorities) as they work together with those who are or have been most
exposed to the phenomenon of radicalization. The European Union Internet Referral Unit (EU IRU),
or Europol's Internet Reporting Unit, analyses web content to find terrorist material online and
report it to the platforms on which it is published. Created in 2015, the unit has so far reported more
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than 130,000 contents to internet companies, of which 25,000 in 2019 alone. In December 2020, the
European Parliament adopted the EU Strategy for the Security Union 2020-2025 and a new counterterrorism program which aims to prevent radicalization, for example by providing opportunities for
young people at risk and supporting rehabilitation of radicalized prisoners. At the end of 2020, the
European Parliament and the Council reached a political agreement on the rules that require the
removal of terrorist content within one hour of being ordered by the competent authority. Approved
by the Commission for Civil Liberties, Justice and Home Affairs, the agreement was then approved
by the European Parliament at its plenary session in April 2021.

Risk assessments programmes and tools to prevent and combat radicalization in
internet
Several programmes and tools have been developed in recent years in order to detect signs of
radicalisation processes through the use of the internet.

For instance, CYBERA programme

elaborates the indicators risk based on the VERA-2 risk assessment protocol (Pressman, Ivan, 2016).
The Internet is a platform for the interaction between users, regardless of where they are to
knowledge (Leiner et al., 2009) and in each of their interests and intentions. Expert Richard Clarke,
who was the White House security chief during the Clinton and George W. Bush administrations
noted that Internet terrorists are just like everyone else (as quoted in computer scientist Conway,
2006). Terrorist websites are proliferating and even violent extremists always use the Internet a lot
because they have anonymity, it is easy to access, there is little or no censorship and information
are easily shareable (Ogun, 2012). The internet is a prime example of how violent extremists and
terrorists have turned out to be truly transnational.
The ever-increasing number of individuals who are under some sort of surveillance is a big problem
for security forces with fixed resources. For national security personnel to keep up with the growing
demand for monitoring individuals, a certain priority of these "people of interest" is needed.
A fundamental process in the context of identification is the analysis of social networks (SNA) it
means the extraction of data from social networks. The stages that make up such processes of any
SNA platform are divided as follows: 1) Data extraction from Social Networks (SN); 2) Data
processing; 3) Representation of data; 4) Execution of one or more specific algorithms; 5) Analysis
of the results. Each SNA process begins with the extraction of social media data, this first step is
necessary to validate the designed SNA algorithm. As soon as the data has been collected, some
pre-processing operations must be performed, this is necessary because, usually, this data is not
ready to be analysed by the SNA algorithm. For this reason, in order to be sure that the data can be
analysed, such data must be processed. The most frequent processing activities are the following:
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Aggregation is done when two or more functions are combined into a new one;
The discretization is done when a characteristic with continuous values must be represented with
discrete values;
Normalization is necessary when the values of a specific characteristic need to be fixed between
two upper and lower limits;
Feature selection represents the process of sub setting the entire feature set, so that only those
features relevant to the problem are considered;
Feature extraction consists of transforming current features to generate new ones;
The sampling activity consists in extracting a small random subset of instances from all the data to
be processed. The selection process should ensure that the sample is adequately representative of
the distribution governing the data, thus ensuring that the results obtained on the sample are close
to those obtained on the entire dataset. Subsequently, after the extraction and processing of the
data, the researchers must adapt the data to the best representation for the specific algorithm that
will perform the SNA task. When working with social media, the way to represent the data is to use
a graph, in which, in the case of social networks, the nodes of the graph represent the different
users of the SN, instead the edges represent the different connections between users. However,
given the large number of users of Social Networks (SN), researchers try to find small
representations of the SN to test their algorithms. One of the most popular representations is Ego
Networks. The Ego Network is a social network focused on a specific user called 'Ego'. But it also
contains those users connected to this Ego (who are called 'Alters'), and all the relationships between
alters. In each Social Network there are as many Ego Networks as there are users who belong to
this SN. Ego Networks are used to evaluate the SN and online social relationships of a specific
user. To this end, Ego Networks are usually used to carry out Community Finding tasks in order to
find the different communities that make up the contacts of the 'Ego' user. The goal is to identify
the various online radicalization factors that may exist and to identify users at high risk of
radicalization. Once these users have been identified, it is possible to build their corresponding Ego
Network, and finally analyse the different communities that make up their social network.
Tracking tool based on social media for risk assessment on radicalization - RISKTRACK PROJECT (F.J.
Torregrosa Lopez, D. Camacho, 2017) is a tool for online profile assessment. There are not a lot of
computerized tools in literature. This is an important automatic programme that analyses the
assessment of online social networks. The RiskTrack project, in this context, aims to be a solution to
the problem represented by radicalization on social media. RiskTrack can be considered an
excellent tool for evaluating online profiles. As previously mentioned, there are some psychological
risk assessment tools specialized in violent extremism and terrorism, which collect several valuable
risk factors; but in the literature there are no computer tools. In addition, existing tools are not
focused on vulnerable factors, but instead are focused on identifying radicalized individuals. This
program will be the first automated assessment tool on online social networks. RiskTrack's goal is
to identify the radicalization factors on users in order to measure the potential risk of becoming a
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jihadist terrorist in each profile. By combining the characteristics of people at risk extracted by
experts with advanced data mining methods, this project will offer a great comprehensive tool so
that law enforcement, prosecutors and other relevant actors can obtain a tangible measure of the
potential risk of radicalization precisely by analysing the public profile of each individual. The aim of
the project is to go right to the roots of the risk situation to be able to prevent radicalization. In order
to achieve this goal, RiskTrack will be developed in two different phases. On the one hand, scientists
and terrorism experts will define the risk factors for radicalization, in order to make an accurate
assessment of a potentially radicalized individual. The other phase involves two groups of engineers
that will have to translate all the information into actual software. This software will be used to
evaluate social profiles on the Internet in order to measure the potential risk of radicalization.
The Innovative Moments Codings System - IMCS (R, Da Silva, P. Fernandez - Navarro, Miguel M.
Goncalves, C. Rosa and J. Silva, 2019) it is a methodology based on empirical and sensitive data that
could help the practitioners on the prevention of the engagement of radicalism. In theory, this
methodological tool is based on the fact that when individuals develop a dominant and rigid
framework of understanding and experience the world, which limits their feelings, thoughts and
actions, the information and skills available to respond effectively and appropriately to demands
and challenges of an ever-changing environment are limited. Often this condition leads individuals
to experience maladjustment and psychological distress. For this reason, intentional intervention,
such as professional counselling or psychotherapy, is seen as an opportunity to change that could
allow the person to develop a more flexible and different vision than the initial and problematic selfnarration. Empirical research has identified 3 different types of Innovative Moments (IMs)
(Gonçalves et al., 2017): Level 1 IMs (when the person moves away from the problem), Level 2 IMs
(when the person processes change) and level 3 IMs (when the person appropriates changes in
progress and shows a sense of authority). Several profiles of IMs have been found in successful
psychotherapy (Gonçalves, Ribeiro, et al., 2017): a) greater overall presence of IMs; b) greater
diversity of IMs; and c) increased presence of level 2 and level 3 of IMs. We emphasize the use of
levels and in particular of levels 2 and 3 of IMs considering their greater attention to the processing
of change (Gonçalves, Ribeiro, et al., 2017). In addition, we can say that recent studies using mixed
model analyses have shown that not only the IMs model is distinctive with respect to the level of
change achieved by individuals during the transformation process, but also that levels 2 and 3 of
IMs predict change, thus maturing the hypothesis that IMs are not only simple products but that
they can also be a part of the change process (Fernández-Navarro et al., 2018; Gonçalves et al., 2016;
Gonçalves et al., 2017).
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Group level risk assessment tools and
methodologies
The R2pris project and the RRAP toolset
Before proceeding to share the results of the literature review on group level risk assessment tools
and methodologies, a preliminary clarification is necessary. In this report and, specifically, in this
section, we will talk about tools that have the main object of investigation and analysis in social
groups “as a whole” and a single unit. Therefore, in their classification, the main variable and
discriminant will be if they deal with identifying the risk factors of violent radicalization and
extremism within a human group. The specific human group, in its entirety, is the protagonist of the
analysis. The indicators and the final results of the assessment should refer to the group and not to
its members. Therefore, in this section there are those tools and methodologies able to establish
(theoretically) the level of risk of radicalization within, for example, an ethnic-religious community
or in the prison population of a specific corrective institution or, finally, in the population of a specific
age group.
Consequently, in this section there are not those tools and risk assessment methodologies which,
although designed to investigate within the boundaries of a specific human group, focus on the
analysis of the individual components and, therefore, explore and detect factors and indicators of
radicalization on an individual scale.
As stated before, the panorama of risk assessment tools and methodologies for detecting the risk
of radicalization is dominated by means of individual analysis. Moreover, they focus mainly on
extremists and on an exclusive risk assessment at individual level but social environment is very
complex and within it is possible to identify different categories of people with very different risk
factors. This raises the problem of developing a holistic approach to the assessment of radicalisation
based on a dynamic view of the entire process.
However, in the last decade, both academia and practitioners committed to studying and combating
radicalization and violent extremism have tried to overcome existing models by investing in
research and development of a multi-level tool that deepen and emphasize the social and group
related factors. This effort has produced two significant results. The first was the birth of new tools
in which the weight of social indicators was greater than in the past. The second was the creation of
analysis methodologies specifically dedicated to detecting the risk of radicalization of social groups.
About the first result, the R2pris project has developed three risk assessment tools (Esgalhado at
al., 2018) through the elaboration of an innovative methodological framework for analysing
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radicalisation in prisons5, focusing on the so-called "vulnerable" category. Based on the assumption
that radicalisation is a dynamic process, it is influenced by numerous factors located at three levels:
1) intra-individual, 2) inter-individual/group and 3) prison environment level.
The first is the one which deals with the assessment of inmates’ beliefs, attitudes, behaviours,
emotions and cognitions. The main goal of this level is the identification of vulnerable inmates. The
secondo look at the inmate as a social being that interacts with the environment in which he/she
lives. Recognising the risks associated with contextual/environmental variables, this level aims to
assess the risk associated with factors present among inmates. Finally, the third level offers a wider
approach to the assessment of the radicalisation process, and considers the potential role of prison
service, policies, and environment to the occurrence of inmates’ radicalisation.
According to the authors, the focus of this systematic approach must be on the interrelation
between all the various factors of the 3 categories, since “…it is not merely the presence of specific
personal or environmental factors that determines a prisoner to take the path to radicalisation, but
the interaction between these factors”6. The three levels cannot be realistically separated as they
interact to enhance or reduce the identified risks. Prevention is therefore only possible through a
comprehensive approach that considers not only personal but also situational aspects and their
interconnection.
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Figure X. R2PRIS Methodological Framework for analysing radicalisation within prisons.

R2pris project, available at: https://ec.europa.eu/programmes/erasmus-plus/project-resultcontent/0b4a914e-064a-4dbf-b4b0-db89bcd85c21/IO2_Eng.pdf
6
Ibidem, pag. 77
5

In R2pris methodology, four steps and their related risk factors are identified, analysed and
monitored:
Step I – Assessing the risk associated with factors related to prison service
•

Prison policies on the assessment at entrance, the management and the placement of
violent extremist prisoners;

•

Degree of cooperation between prison service and police and Intelligence agencies;

•

Prison staff’s ability to recognise and deal with signals of radicalisation;

•

Degree of under-staffing;

•

Degree of over-crowding;

•

Presence of cruel, inhuman, and degrading conditions of confinement;

Step II – Assessing the risk associated with factors present among prisoners
•

Presence of extremist social networks, such as religious-based gangs

•

Presence of extremist religions/ideologies

•

Presence of charismatic extremist inmate leaders

•

Presence of extremist prison chaplains

•

Presence of outreach programs by external extremist organisations can spread

•

“Virtual” presence by terrorist organisations,

•

Presence of terrorist “kingpins”, namely imprisoned veteran extremists

Step III – Identifying vulnerable prisoners at risk of becoming radicalised
•

The presence of the following personal characteristics in individuals shows that they are

•

Potentially susceptible and vulnerable to radicalisation:

•

History of violent behaviour;

•

Anti-social attitudes;

•

A combination of personal crisis and low self-esteem;

•

A very small proportion of these individuals may suffer from mental health disorders;

•

Sense of victimisation;

•

Feelings of compromised identity and alienation;

•

Need to belong to empowering religion/ideology;

•

Seek to wipe away previous criminal deeds;

•

Spiritual seeking;

•

Need an external entity to blame for their personal problems;

•

Political grievances;

•

Need for physical protection.
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Step IV – Analysing the coexistence of and interaction between factors from the three categories
within a specific prison.

The RRAP toolset
The Radicalisation Risk Assessment in Prison was developed by das Neves in the context of a
broader prevention program, the R2PRIS Multi-level In-prison Radicalisation Prevention Approach
(European Commission - Migration and Home Affairs, 2021). The RRAP is composed of a battery of
tests administered by practitioners to detainees aimed at highlighting the risk or radicalisation at
the level of the general population, so it is not aimed at the specific individual who is deemed at risk
by the facility personnel (Trivalent Project, 2017). RRAP of 39 items in 9 dimensions (emotional
uncertainty, self-esteem, radicalism, distance, and societal disconnection, need to belong,
legitimisation of terrorism, perceived in-group superiority, identity fusion, and identification, and
activism).
The final RRAP Toolset comprises three risk assessment tools targeting all types of extremism
(Esgalhado at al., 2018). The toolset focuses on signalling risk and vulnerability in the general
population rather than in charged or convicted terrorist offenders and comprises tools directed at
prison governors/administrators (Helicopter View), frontline staff (Frontline Behavioural Observation
Guidelines), and technical staff (Individual Radicalisation Screening).
The Helicopter View (HV) (see fig. X) aims to identify the available strategies and action plans in place.
It’s a top-level assessment instrument aiming to support prison governors/prison system
administrators to reflect and assess the first two situational dimensions, which consists in factors
related to the prison service and the ones present among inmates.

Helicopter View – Assessment flow.

The Frontline Behavioural Observation Guidelines (FBOG) (see fig. X) is targeted at frontline staff (e.g.,
correctional officers, psychologists, social workers) and aims to raise awareness regarding
significant changes in important domains (physical appearance, way of relating to other inmates,
prison staff, decoration of cell and personal objects, daily routines, relatives and others and speech).
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This second instrument is based on a qualitative checklist-type of approach and describes examples
of behaviours that can represent the externalisation of cognitive radicalisation in inmates.

Frontline Behavioural Observation Guidelines – Assessment flow.

The Individual radicalisation Screening (IRS) (see fig. X) is a tool targeted at technical staff and
encompassing previously identified dimensions of inmates’ radicalisation vulnerability. It comprises
dimensions ranging from the pre-radicalisation, self-identification, indoctrination and militancy
phases. In particular IRS addresses 10 different dimensions that will be assessed through 46 questions
by the following order:
•

need to belong;

•

activism;

•

emotional uncertainty;

•

perceived self-esteem;

•

legitimisation of terrorism;

•

radicalism;

•

perceived in-group superiority;

•

identity fusion and identification;

•

distance and societal disconnection;

•

protective items.

Individual Radicalisation Screeening – Assessment flow.
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The Multi-Level Guidelines
As we have seen so far, many risk assessment protocols have been developed with regard to specific
high risk target individuals, such as those already engaged in (or convicted for) extremism and
terrorism offences. These include structured guides and psychometric scales for violence risk
assessment in relation to convicted extremist offenders that are most often applied in correctional
and detention settings or in the context of de-radicalisation or social reintegration programmes.
More problematic is to apply these vulnerability assessment tools among the general population in
terms of evaluating their effectiveness, but also in terms of practical application.
Moving our attention to the prevention strategies of radicalisation within groups and communities,
it is possible to identify a variety of tools, methodologies and risk assessment mechanisms focused
on the group/community level and to the societal level. These tools are intended for a wide range
of stakeholders (first line police officers, teachers, psychologists, other school personnel, social
services, health services, local community representatives etc.) and are targeted at different
categories such as local communities, school pupils and young people.
The main risk assessment tools we have analysed, such as the VERA 2 (or ERG 22+) are based on an
individual level approach, and they focus, in particular, on the presence and relevance of risk factors
related to extremist desires, beliefs, and attitudes. Other scholars have identified the need to
incorporate both individual and group risk factors into the risk assessment of violence in order to
develop a more complete approach (Hart at al., 2017). The Multi-Level Guidelines (MLG)(Cook at al.,
2013), which grew out of Stephen Hart’s work on the assessment and management of group based
violence (GBV), is a SPJ tool developed as a comprehensive, management-oriented set of guidelines
of GBV for threat assessment specialists. Cook (2014) defines the group-based violence (GBV) “as
actual, attempted, or threatened physical injury that is deliberate and non-consensual, perpetrated by
one or more individuals whose decisions and behaviour are influenced by a group to which they currently
belong or with which they are affiliated.” The concept of group-based violence includes the majority
of terrorism, with the exception of some lone actor terrorism; but it also includes many forms of
violence that is not terrorism (e.g., street gangs, criminal organizations, new religious movements,
ideologically focused groups etc.). According to the authors, although GBV represents a serious
challenge to professionals around the world tasked with protecting public safety, there is lack of
systematic, evidence-based procedures to aid decision-making.
The MLG attempts to span risk indicators at the individual, meso and macro level and is intended
for law enforcement and mental health professionals. The tool is comprised of 20 risk factors in four
domains that are assessed as part of a structured and systematic process of evaluating violence risk
(Cook et al., 2013): individual, individual-group, group and group-societal (see Tab. X).
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Multi-Level Guidelines (MLG)
Domain

Risk factors

Individual

1. Violent Behavior
2. Escalation in Violent Behavior
3. Nonviolent Criminal Behavior
4. Problems Resulting from Victimization
5. Mental Health Problems
6. Lack of Pro-Social Integration

Individual-Group

1. Group-Based Identity
2. Violent Role or Status in Group
3. Commitment to Group
4. Negative Attitudes Toward Out-Group

Group

1. Group Violence
2. Escalation of Group Violence
3. Violent Group Norms
4. Group Cohesion
5. Strong Violent Leadership
6. Isolative Group

Group-Societal

1. Intergroup Threat
2. Perceived Injustice
3. Extreme Social Status of the Group
4. Social Instability

Tab X. Group-Based Violence Risk Factors by Domain (Cook, 2014)

This tool also requires in-depth training of professionals in order to perform the structured
assessment and the use the protocol and the process also presupposes a more contained
environment in which the target (risk) group is already predefined by their previous behaviour.
Several recent studies have compared and evaluated different risk assessment tools and have
shown that MLG provides a basic assessment of individual-level risk factors and extremist desires,
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belief, and attitudes, but also uniquely assesses higher-level risk factors (i.e., those reflecting group
characteristics, dynamics, and social context) not captured by other tools, such as VERA 2 (Cook
Pressman, Cook at al 2015). These comparative analyses would therefore show that these different
tools (such as VERA 2 and MLG) could be used in a complementary manner for terrorism risk
assessment.
In particular, the added value of MLG would therefore be to consider the predictive relevance of
group behaviour, but this approach is not free from criticism. Some scholars argue that it would be
illogical to make inferences about an individual on the basis of his group membership and that
predictions of future individual level behaviour based on group level data would be inappropriate
for decision-making purposes (Hart et al. 2007). Furthermore, the use of such a tool could pose
problems of perceived discrimination of groups and/or minorities and affect the rights of freedom
and expression.

Early-warning tools and Community-based monitoring and
prevention systems
The report Monitoring Radicalisation. A framework for risk indicators (Dzhekova at al., 2017) identify a
number of risk and vulnerability assessment tools and training manuals for practitioners working
with citizens and communities on a daily basis and divide them in two categories: 1) more general
early-warning tools usually applied in a wider context by frontline practitioners in order to identify
vulnerable individuals; and 2) Community-based monitoring and prevention systems.
The community-based monitoring and prevention systems are based on a more holistic approach
that includes micro, meso and macro levels. Such mechanisms involve public institutions in
collaboration with community leaders and representatives and gather information on possible
threats of radicalisation from various sources (municipal services, institutions of minority
communities, education system, community leaders etc.). Some examples in EU countries are the
Rotterdam Information SwitchPoint Radicalisation (RISR), and in the UK the Community mapping
and Tension Monitoring Mechanism.
The Rotterdam Information SwitchPoint Radicalisation (RISR) aims to monitor macro and meso trends
to detect and assess radicalisation risk. It involved multiple stakeholders and targets community
and individual at risk. The information Switch Point system is made up of three different work
processes:
•

Trends and analysis: analysis of national and international developments that may affect
radicalisation and translates them into the local context.

•

People and objects: this work process gathers reports at the ISP from individuals or
organisations of possible radical behaviour by other individuals or groups. It then puts in
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place various sorting methods to evaluate the threat ant to assess the most appropriate way
of managing the case;
•

Quick scan social unrest: this process concerns the response of the population to major
incidents anywhere in the world that could possibly have repercussions on the atmosphere
in the city. A network of key figures (called the Quick Scan Social Unrest network) is consulted
a network is consulted in order to make an assessment of the general situation and the
atmosphere prevailing in specific communities (Moroccans, Turks, Kurds, Somalis etc.).

Finally, the Community Mapping and Tension Monitoring Mechanism, developed in UK and applied
in Wales, is not specifically designed to monitor radicalization and aims to a more comprehensive
assessment of community-level risks and developments. The approach is made up of three
activities:
•

Community mapping and profiling;

•

Tracking cohesion;

•

Tension monitoring.

All these activities involve a variety of stakeholders in the local context and are based on regular
data collection (official statistics, survey data, local reporting system, consultation with communities
and key personnel etc.) and reports drafting to monitor the level of cohesion and assess possible
tensions in community dynamics.
The latter two monitoring mechanisms, as we have seen, are based on a meso and macro-level
approach that is very useful for analysing community dynamics as a whole and thus also possible
polarisation processes. In particular, the Rotterdam RISR published three reports on the state of
polarisation and radicalisation in the city7.

7

Information SwitchPoint Radicalisation (2008) Radicalism in Rotterdam III.
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National level risk assessment tools and
methodologies
Introduction
Trying to measure the level and type of risk associated with radicalization and polarization processes
at State / national level is an arduous and scientifically unsustainable undertaking. In fact, in its
entirety, each State / Country constitutes a jumble of geographical, cultural, economic, political and
social factors so heterogeneous and complex as to make any effort to collect, classify and analyze
data monumental. Furthermore, the enormity of the number of variables to be considered and their
extreme diversity depending on the territory make it literally impossible to construct an
interpretative framework and, consequently, a reliable, aseptic and valid analysis tool. The mere
choice of quantitative and qualitative indicators to define the degree of diffusion of extremist
ideologies, the risk that they contribute to triggering violent actions or that they affect the social
cohesion of the entire national community appears to be an effort worthy of Greco-Roman
mythology. The risk of undertaking a similar path of research and analysis is that of eventually
having a blunt instrument, lacking the necessary statistical strength and sufficient scientific rigor
and, therefore, destined to offer modest or even useless results.
At the same time, even a hypothetical attempt to create a risk assessment tool on violent extremism
at a national level based on the weighted summation of the analysis results on more specific,
restricted and circumscribed social groups would be equally misleading. For example, if in all the
prisons of a Delta country there is a high risk of violent radicalization, this does not mean that the
entire Delta country shares this risk. Similarly, to state that in the Delta Country there is a high risk
of violent radicalization because in all its prisons the risk of radicalization is high would be a
conjecture and it would be scientifically not rigorous and unsustainable.
Therefore, in the impossibility of developing an adequate tool and methodology to measure the
level and type of risk of violent radicalization at the national level, the state authorities have turned
to a model that aims to identify the degree of terrorist threat and, more precisely, the possibility
and imminence of an attack. However, facing the risk of violent radicalization and facing the risk of
a terrorist attack are two profoundly different activities. First, a terrorist attack is a material act, both
in physical and virtual space, with the specific purpose of arming the civilian population and
spreading terror among its members. On the contrary, violent radicalization and violent extremism
are individual processes and phenomena originating from the most diverse psychological,
economic, social and political drivers and factors. Furthermore, terrorism, beyond the lack of a
shared scientific and political definition, is a very specific type of violent extremism, with factual
characteristics that distinguish it from other types of political and social struggle. Finally, the praxis
teaches that the risk assessment tools focused the threat of a terrorist attack on the national
territory used by the States are calibrated, from time to time, on the type of dominant or most
dangerous terrorism at a precise historical moment. This choice derives from the need to rationalize
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the resources available to the State to ensure the best possible level of security for its citizens and
its strategic assets and is made on the basis of intelligence assessments, law enforcement agencies
evaluations and, ultimately, of political authority will. However, this system is constantly forced to
"chase" the terrorist phenomenon as much as the violent extremism and the radicalization process
at its basis. In summary, the terrorist threat detection, classification and management system
adapts to the number and type of attacks that are carried out. For example, jihadist terrorism,
despite being active since the mid-1980s on a global scale and manifesting itself with complex and
bloody attacks, only reached the top of the foreign policy and defense agendas of Western countries
after the attacks on the Twin Towers of New York (September 11, 2001). The main goal of risk
assessment at national level is therefore to evaluate the vulnerabilities of different social
environments and the spread of extremist ideas, identify the most high-risk scenarios and take
action to eliminate or reduce these risks in society (HSDL, 2004).
The aim of this section is to provide a general overview of threat assessment tools to evaluate the
risk of terrorism at national level across Europe. The analysis proceeds as follows: firstly, a general
overview of the main components of terrorist risk assessment and the most prominent factors
underpinning the draft of threat assessment measurement scale is provided; the second paragraph
covers four examples of different sets of terrorist threat levels; finally, the third paragraph considers
the goals set out by the new EU counter terrorism agenda regarding terrorist threat early evaluation
and the gaps in literature.
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General criteria of evaluation of terrorism threat at national
level
The very first premise this analysis draws upon is that methodologies to measure the threat posed
by terrorism can differ across Europe. Indeed, despite the common legal framework of the EU
Directive 2017/5418 provided some general guidelines that Member States were obliged to follow
to standardize counter-terrorism efforts, discrepancies on terrorism assessment tools persist and
methodologies used to assess the terrorist threat at national level can be classified (TESAT, 2020).
However, this section takes into consideration the indicators and parameters that raise the alarm
of national authorities as well as helpful indicators to assess the terrorist threat at national level.

Indicators for the assessment of the terrorist risk at national level
The definition of the tools used to assess the risk of violent extremism and terrorism in society rests
upon a set of societal pressures that contribute to raise authorities’ alert. Indeed, although the
process of radicalization combines different factors at individual and group level, the observation

8

Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and
replacing Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JHA, https://eurlex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32017L0541

of structural changes across society can help authorities to assess whether violent extremism is
likely to emerge or not.
The macro-indicators acting as early warning parameters and contributing to raise authorities’
awareness can be summarized into four clusters:
•

Social factors: there is substantial evidence that critical social issues are among the major
factors contributing to the spread of violent extremist ideologies – and the support thereof
– leading to the formation of terrorist groups (Novikov & Koshkin, 2019; Mesquita, 2005,
Berrebi, 2007). These factors can include limited social mobility of certain segments of
society (e.g. youth or minority groups), limited education or employment, high levels of
criminality and marginalization and discrimination (real or perceived). A statistical analysis
of 172 countries conducted by Piazza (2011) between 1970 and 2006, for instance,
highlighted that countries showing discrimination against minority groups experience
around six more incidents of domestic terrorist per year. Another alarming factor is also the
level of polarization across society, namely the spread of negative thoughts and “us vs them”
narratives resulting in growing hostility and segregation (Haanstra et al., 2017). In such an
environment, groups and individuals are more easily susceptible to radicalization and
recruitment in violent extremist groups is easier (Ibid., p. 3).

•

Economic factors: there are several studies analysing the correlation between dire
economic conditions and the emergence of extremist violence and terrorism. The
explanation proposed by Gurr (1970), for instance, argues that economic deprivation, lack
of opportunities due to deficiencies of the labor market or economic crisis and real or
perceived inequality fuel frustration across society and raise the danger of terrorist threat
(Caruso & Schneider, 2011). Therefore, the higher the discontent and economic grievances,
the greater is the possibility of extremist violence to escalate. Such a theory can be also easily
applied to the European context during the pandemic crisis, since the higher level of
economic uncertainty contributed to the reactivation of terrorism (Voronova, 2021).

•

Political factors: research over the last decades has highlighted that terrorist violence is
more likely to emerge in phases of high political tension. In period of political transformation,
for instance, terrorist groups may try to exploit the instability to fill the political vacuum and
push forward their agenda (Krieger & Meierrieks, 2011). The quality of political institutions
also serves as a fundamental indicator: indeed, their inefficiency and corruption, especially
at local level, can contribute to fuel resentments across the community and, ultimately, may
make the support to violent extremist ideologies more attractive (Novikov & Koshkin, 2019).
Under this respect, high levels of political polarization on certain subjects can also represent
a warning signal of a possible upsurge of extremist violence. Such a correlation, for instance,
has been observed by Aasland Ravndal (2017) in relation to right-wing extremist violence in
Northern Europe, where political violence has reached higher levels in a moment of
profound polarization over political issues (e.g. refugee crisis and subsequent antiimmigration concerns).

•

International factors: the level of alarm of authorities regarding the terrorist threat usually
rises also according to specific international dynamics that might have dangerous spillovers
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in Europe (Cragin & Daly, 2003). A case in point is the war in Syria and Iraq and the presence
of the so-called Islamic State and other terrorist groups in the region. Indeed, these groups,
that had invited jihadists across the globe to join their ranks, reactivated various terrorist
cells across EU Member States. The terrorist threat posed by new jihadi cells across Europe
as well as European foreign fighters who had joined these organizations contributed to raise
the alarm over terrorism in Europe (Parliamentary Assembly, 2016, 27 January).
Besides these criteria, there are four cross-sectional indicators measurable through precise
instruments that help defining the terrorist threat in each country (Capacity4dev EU, 2021, p.8):
•

The percentage of people thinking violence can be a mean to reach political goals –
measurable through quantitative analysis based on national surveys;

•

Level of presence of extremist groups in a targeted country – measurable through qualitative
national statistical reports and law enforcement investigations;

•

Country score in the Global Terrorism Index – measurable through the quantitative analysis
provided by the Global Terrorism Index of the Institute for Economics and Peace.9;

•

Number of terrorism-related incidents in a given country per year – measurable through
national statistical report and ministry/agency administrative data.

The combination of the four clusters of macro-indicators mentioned above and the latter crosssectional four indicators can help determine the risk of terrorism in each country. Indeed, an indepth investigation of the multi-level vulnerabilities and international pressures and the data
provided by the different quantitative and qualitative analysis provides national authorities with a
general framework to understand whether violent extremism is likely to emerge or not.
However, since jurisdictions and law enforcement agencies cannot realistically intervene in every
controversial situation, they also must balance priority issues according to the level of critical assets,
threats and vulnerabilities of the monitored extremist activities. Therefore, besides the risk
assessment tools evaluating the violent extremist threat at individual and group level (van der Heide
et al., 2019), terrorism risk assessment methodologies typically include three distinct components
(HSDL, 2004):
•

Criticality assessment: it corresponds to the prior systematic effort to identify and evaluate
important or critical assets in a specific environment. Criticality assessments helps law
enforcement and security agencies to determine at-risk scenarios to prioritize the allocation
of resources to the most critical assets;

•

Threat assessment: it covers those activities aiming at identifying and evaluating potential
terrorist threat posed by an individual, group or organization according to their intentions,
capabilities and tactics.

9

The Global Terrorism Index is based on the Global Terrorism Database, that collects information about terrorist incidents
across the globe and assess the impact of terrorism in every country or region. The GTI scores each country on a scale
from o to 10, where 0 represents no impact from terrorism and 10 represent the highest measurable impact of terrorism.
See Global Terrorism Index (2020).
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•

Vulnerability assessment: it reflects those activities helping identify and determine the
vulnerability of targeted assets such as an individual, a specific community, public spaces,
infrastructures, authorities. This form of evaluation contributes to identify existing
weaknesses in order to elaborate ways to eradicate them.

By integrating all these threat assessment indicators, authorities can take concrete steps to reduce
or mitigate potential risks by taking protective measures.

The elaboration of threat scales of terrorism at national
level: four examples
The constant activity of surveillance and detection of terrorist lone actors or organizations at
national level and the definition of different criteria to define the terrorist threat has allowed EU
Member Countries to develop ad hoc central tools to assess the risk violent extremism poses to
society. In some cases, through these analyses national governments have elaborated a scale of
terrorist threat levels that have been shared with all the stakeholders involved in activities of
prevention of violent extremism, such as local authorities, civil society organizations and citizens.
Broadly speaking, these scales measuring the terrorist threat across society aim at developing a
culture of individual and collective security against terrorism and raise the alert level in critical
periods (Comprendre le Plan Vigilante, 2020).
Despite the information which the definition of the terrorist threat level rests on is not always shared
by security agencies, it can be assumed that it refers substantially to the general criteria, indicators
and parameters that have been analyzed above. Nonetheless, the British Security Service (MI5)
publicly has shared the four factors that contribute to define the appropriate threat level in any
given circumstance (Terrorist Levels, MI5). These include:
•

Available intelligence: despite specific threat information are often fragmentary and
difficult to find, the judgement of the terrorist threat level relies upon the nature of current
terrorist activity, comparison with events in other countries (e.g., international terrorism or
terrorist attacks in other countries) and previous attacks;

•

Terrorist capability: an investigation of the available information regarding the capabilities
of terrorists in question and the tactics they may use according to the previous attacks or
from intelligence services helps defining the potential scale of an attack;

•

Terrorist intention: through intelligence data and publicly available information, security
services are able to examine the general aims of terrorists and the ways they may achieve
their goals, including their potential targets;

•

Timescale: a fundamental step is the evaluation of whether an attack can potentially occur
in the near, medium or long term.

•

This set of criteria, based on various publicly available or classified data, helps better
understand how the definition of terrorist threat levels work. Against this backdrop, different
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scales of terrorism threat elaborated by four different European countries will be
considered.

United Kingdom
As explained above, United Kingdom had designed a terrorist threat scale to give a broad indication
of the likelihood of a terrorist attack. This scale is divided into five levels (Terrorist Levels, MI5):
•

LOW means an attack is highly unlikely;

•

MODERATE means an attack is possible, but not likely;

•

SUBSTANTIAL means an attack is likely;

•

SEVERE means an attack is highly likely;

•

CRITICAL means an attack is highly likely in the near future.

The different threat levels – that are set by the Joint Terrorism analysis Centre and the Security
Service – can differ whether they refer to Northern Ireland or to UK because the risk of a violent
terrorist attack can also be highly regionalized (Terrorism and national emergencies, GOV.UK). As of
June 2021, for instance, the threat to Northern Ireland is severe, while in UK is substantial.

France
The French government adopted a national security alert system to assess the risk of terrorist
attacks in 1978 and it has been readapted over the decades according to the new challenges and
threats. This system is called VIGPIRATE (VIGIlance et Protection des Installations contre le Risques
d’Attaque Terrorist à l’Explosif). The aim of this system is to create an intelligible security framework
for all the stakeholders involved in preventing and countering terrorism – security agencies, local
authorities, civil society organizations and citizens – to protect the society. VIGIPIRATE relies upon a
three-level scale assessing the risk of a terrorist attacks:
•

LEVEL OF SURVEILLANCE corresponds to the permanent security status and the
implementation of 100 security measures that are always active;

•

LEVEL OF REINFORCED SECURITY – RISK OF TERRORIST ATTACK means that the terrorist
threat is high or very high and several additional specific measures can be activated
according to the targeted areas (e.g., airports, stations, places of worship, schools, etc) in the
entire national territory;

•

LEVEL OF EMERGENCY can be applied in the immediate aftermath of a terrorist attack or if
an identified terrorist group is identified but not yet traced (Comprendre le Plan Vigipirate,
2020).
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Belgium
After the terrorist attacks that occurred at international level over the last two decades and,
specifically, those that have hit Belgium in the last ten years (attack on the Jewish Museum of
Belgium (on May 24, 2014) and on Zaventem and Maelbeek on March 22, 2016), Belgian authorities
have undertaken a series of new measures to face the violent extremist threat. In 2006, the Belgian
government has created the Coordination Body for Threat Analysis (Organe de Coordination pour
l’Analyse de la Menace, OCAM), which is charged of processing all relevant information on terrorism,
extremism and radicalization (Connecting the dots, OCAM). The OCAM, that works in collaboration
with the Crisis Management Centre, determine the level of threat posed by terrorism and the
likelihood of a terrorist attack. According to the analysis carried out by OCAM, four levels of terrorist
threat can be identified (Menace Terroriste, Centre de crise):
•

LEVEL 1 (OR LOW) means that there is not a substantial terrorist menace and the individual,
group or event under control by authorities is not under threat;

•

LEVEL 2 (OR MEDIUM) means that the terrorist threat against the individual, group or event
under authorities’ control is unlikely;

•

LEVEL 3 (OR SERIOUS) means that the threat to the person, group or event under authorities’
control is possible and probable;

•

LEVEL 4 (OR VERY SERIOUS) means that the threat to the person, group or event under
control is serious and imminent.

Netherlands
The Terrorist Threat Assessment Netherlands (DTN) is a general assessment tool of radicalization
and extremism threating Netherlands and Dutch interests abroad. The DTN relies upon the
information shared by security services charged of preventing and countering extremism and is
released four times a year. Various information, both public and classified, are taken into
consideration for assessing the threat level, which is defined first and foremost for the benefit of
the administrative and political leadership and policy makers (Terrorist Threat Assessment
Netherlands, nctv.nl). According to this scale, there are five levels of terrorist threat:
•

LEVEL 1 (MINIMAL) means that it is unlikely that a terrorist attack will occur in the
Netherlands;

•

LEVEL 2 (LIMITED) means that there is a slight chance of a terrorist attack in the Netherlands;

•

LEVEL 3 (SIGNIFICANT) means that a terrorist attack in the Netherlands is conceivable;

•

LEVEL 4 (SUBSTANTIAL) means that there is a real chance of a terrorist attack in the
Netherlands;

•

LEVEL 5 (CRITICAL) means that a terrorist attack in the Netherlands is imminent (Ibid.).
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EU projects and risk assessment tools and
methodologies
Introduction: the risk assessment scene
This research explores how much risk assessment approaches and tools are present in EU projects,
as well as how this very concept is understood and used. The scope of the research is limited to
projects that address the following topics: violent extremism, terrorism, radicalization and
polarization.
This is not a systematic review; we have not implemented a statistical approach. What follows is a
qualitative assessment of the state of the art. We have considered the main EU programs and lines
of funding that deal with the mentioned topics.
The tools used for this research are:
•

the EC database CORDIS10,

•

a survey of all partners in the PARTICIPATION Consortium as well as of other universities,
research centers, and institutes across Europe with direct knowledge of EU projects and
the 4 topics identified,

•

additional search via the scientific database SCOPUS and search engine Google have been
performed to refine the research.

Risk assessment tools in EU projects are designed with different objectives in mind. Risk assessment
can range from being an organizational tool, which is designed to quickly screen information related
to extremism to determine offender-related risks, a decision-making tool, enabling staff to direct
offenders based on their threat level, a rehabilitation tool, which focuses on the needs of the
offender to facilitate treatment, a reviewing tool, designed to evaluate and track the progress of
offenders when in prison, and a multi-agency cooperation tool, which supports information sharing
between agencies (Cornwall and Molenkamp, 2018; pp. 2-3).
The most prominent finding of this research is about frequency. Risk assessment approaches and
tools are not widely represented in EU projects. Many projects that address topics such as terrorism
and violent extremism may actually mention risk assessment. However, oftentimes this theme is
not widely explored, nor is it subject to in-depth discussions, let alone being the core issue of a task
or an entire work package. Moreover, within EU projects, it is often very difficult to observe how risk
assessment tools have been used, why, and how frequently. While very few information on these
tools and methodologies are available, in general terms they appear to rest on the assumption that
a long-term perspective is needed, and that the pathway towards radicalization should be countered

10

CORDIS website: https://cordis.europa.eu/ (last accessed June 2, 2021)
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“surrounding the inmate”, that is by training the whole community of practitioners on radicalization
(security staff, treatment staff, managers, physicians, psychologists, teachers, chaplains,
instructors). The tool and the methodology appear to simply build on existing initiatives in prison &
probation in Member States, and to ensure as much uniformity as possible across countries.11
Risk assessment tools are even less represented. Only a very limited number of EU projects take
into consideration the existing tools, and most of the time this is done not to prepare the ground
for further discussion but to complete an overview of the state of the art. For instance, several
projects offer an overview of which risk assessment tools are used across European countries, which
agencies do use them, and provide other basic information.
As such, in the following sections, this research will provide a systematic literature review of risk
assessment methodologies. This will involve the spaces of risk in which risk assessment tools are
used, such as within the common prison environment, in addition to the various population groups.
This is important to recognize since each country, and indeed cities within each country, face
different risks, and will, subsequently, adapt their response to risk assessment. The research will
also look at how actors have modified and/or adapted methodologies over time. Here, a review of
the most common risk assessment tools will be highlighted and compared. The research will end
with a review of the current shortcomings and challenges related to risk assessment methodologies.

Spaces of risk
Risk assessment methodologies are often applied to specific thematic areas and target specific
populations. As seen within the EC's Justice Programme line, several risk assessment methodologies
are targeted towards prisons, notably in providing staff to staff. However, whilst this may consume
a large amount of risk assessment methodologies, there are also other areas such as schools and
public spaces where methodologies have been extended to. Moreover, risk assessment tools, such
as ERG22+, are often carried out in coordination with other frameworks and strategies. ERG22+, for
example, works best when coordinated with the UK's counter-terrorism strategy Prevent, which
enables local authorities such as religious actors and law enforcement to come together to assess
risk.
From the off start, it is also worth noting that all risk assessment methodologies are based on three
basic models, which can range from professional judgment, checklists of risk indicators, and
Structured Professional Judgment (SPJ) (RAN, 2017; p. 29). The latter methodology, especially in the
prison environment, is seen as the most "optimal approach for violent extremism risk assessment"
and is suited for "the complexity of the relevant dynamic indicators and the need to retain a role for
professional judgement" (CoE, 2016; p. 15). This can explain why most risk assessment tools, as
highlighted by Lloyd (2019), such as VERA and ERG, focused on prisons adhere to this methodology.

11

See http://www.traintraining.org/wp-content/uploads/2019/06/D.ssa-Verheyde-Rasmorad-Project-comparativeanalysis.pdf (last accessed June 2, 2021)
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In addition to the thematic and geographic areas of threat, there is also a magnitude of actors that
pose risks that can range from known extremist groups, thematic extremist types such as
ecoterrorists, and the general public (Mirahmadi, 2016; p. 129). At the same time, research has
indicated that parents, teachers and religious leaders are among the best-positioned actors to
identify risk and threats of radicalization (ibid; p. 130). This community-based approach to risk and
threat can be effective in locating signs of risk factors, such as various push and pull indicators on a
local level (ibid; p. 131). As such, this section will begin by examining the key spaces of risk before
analyzing how institutions and other actors are conducting risk assessments in these areas.

Social Media/online space
Foreign fighters have often claimed that social media interest has driven them to travel abroad and
engage with groups such as ISIS. This includes both male and female population groups, which
illustrates the equal impact social media can have on radicalization (Andrews, 2020; p. 10). In
general, the time and frequency that people spend online, including the types of social media
channels used, can be a risk factor considered for risk assessments (Stern, 2016; p. 105). It is no
surprise, therefore, that recruitment and incitement often take place within the online environment
(Stern, 2016; p. 109).
The EU RiskTrack project attempts to design a methodology to detect signs of radicalization in the
online environment, especially through Online Social Networks (OSNs). Similar to other risk
assessment tools, such as CYBERA, an extension to the VERA-2 tool, the RiskTrack projects seeks to
provide an alternative to risk assessment tools that are "slow" and requires professional training to
implement (Torregrosa and Panizo, 2018; p. 2).
As reiterated in research, individuals are influenced by extremist narratives from different levels
which can include on an individual level, by group and/or social dynamics (Stern, 2016; p. 104). This
means that for companies and actors to effectively conduct risk assessments on social media
platforms or other geographical locations, they need to take into consideration the different paths
and variations of 'risk'. The interconnected nature of the online environment, for example, allows
users to connect with extremists to feel part of a group. This belonging factor, in addition to
anonymity, is something that risk assessments have to consider, especially in preventing individuals
from becoming further radicalized. Here, taking away the social belonging factor by determining
that someone is a risk for connecting with groups, for example, can further radicalize that individual.
Risk assessment in the online space is usually conducted by Social Network Analysis (SNA), which
can collect information on what individuals at risk are posting online. This framework can be
developed against several indicators, as shown below. In general, however, as noted by Harriman
et al. (2020), information regarding specific risk factors for radicalization in the online environment
is limited (p. 2). Moreover, a vast majority of research on online risk assessments target mainstream
social media channels, whereby gaming platforms such as Discord are also being used to radicalize
young people (Schlegel, 2020; p. 6).
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The above table demonstrates indicators and keywords used on social media to determine risk (LaraCabrera et al. 2017; p.10896).

In the educational environment, risk assessments have emphasized the importance of monitoring
online behavior. Highlighted in the EU project Mindb4ACT, "strengthening media and technology
literacy should not be limited only to teaching students to use ICT" (Vet, 2020; p. 11). Furthermore,
monitoring risk online is inherently different to monitoring behaviors in the offline environment.
Anonymity, for example, can exacerbate behaviors not seen in the offline environment, and whilst
one individual may behave in a particular manner in one setting, this could entirely change in
another. The ability to spread hate speech and racial comments, moreover, will also have to be
balanced against the freedom of expression of each individual in the online environment. Lastly,
risk assessments for social media will also have to debate the agency of a user retweeting or sharing
content from an original poster and, therefore, not creating and posting the content themself.

Schools
When talking about sociological motivators, protective resources are important measures to reduce
vulnerability. Young people are particularly influenced by these factors and can be subject to various
resources from parents, teachers and religious leaders (Mirahmadi, 2016; p. 133). Schools and wider
education are important in building social and cultural cohesion amongst young people, particularly
minority groups.
In the UK, the Channel scheme supports the Vulnerability Assessment Framework (VAF) by linking
local authorities together to identify signs of radicalization. The framework includes 22 risk factors
that are split into three groups: i) Engagement with a group, cause or ideology, ii) intent to cause
harm, and iii) capability to cause harm. This framework is mostly used for young people, and under
the Prevent duty, teachers and other educational actors are required to assess the behavior of
students. As such, risk assessments in the UK are localized to schools under government guidance,
"all specified authorities […] Should demonstrate an awareness and understanding of the risk of
radicalization in their area, institution or body" (Home Office, 2021). Therefore, each school and
educational institution within the UK will have a risk assessment tool; whether these are similar or
different are dependent on the risks affecting young people in areas throughout the country. Official
guidance from the government also stresses the need to apply risk assessment methodology within
the online environment, particularly on social media.
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The table above is an illustration of a localized risk assessment intended (Ashbourne, N/A).

To support teachers in identifying signs of radicalization through risk assessments, projects such as
Mindb4ACT and Countering Human Radicalization in Schools (CHRIS) have engaged with
stakeholders to organize preventive work in the education system. Risk assessment tools around
the school environment, such as Radicx in the Netherlands, allows teachers to differentiate signs of
risk (Heide et al. 2019; p. 10). Interestingly, although not focused solely on schools, the IR46 risk
assessment tool monitors risk in individuals from as young as 11 years old (Heide et al., 2019; p. 16).
However, other research has indicated that whilst educational efforts have mostly focused on
illustrating risks in the online space, more should be done to increase skills such as digital literacy
(Harriman et al. 2020; p. 10). In this sense, risk assessment tools for the online space may find
different results between the young and older generations when navigating the internet.

Prisons
A large number of risk assessments are targeted towards the prison environment as one with
growing risks of radicalization. These can range from VERA-2R, ERG22+, RRAP, IR46 and RADAR-iTE
(Fernandez and Lasala, 2021; p. 8). The ERG22+ in the UK, for example, is largely used throughout
prisons to determine the factors influencing the original offence (Knudsen, 2020; p. 41). The VERA2R and RRAP tools, moreover, are exclusively focused on prisons to assess the risk of violent
prisoners (Cornwall and Molenkamp, 2018; p. 4-5). A shortcoming of such policies, notably the VERA2R, however, is that end users typically lack the skills to use them (Fernandez and Lasala, 2021; p.
10). Notably, these methodologies are centered on those that have already been convicted of
extremist violence, hence the focus on prison environments. Moreover, these tools, specifically
ERG22+, not only focus on the individual but also the external circumstances, such as ideology, that
may have radicalized the individual (Lloyed, 2019; p. 13).
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Whilst most of these risk assessment tools focus on the prison environment, there are slight
differences in the target audience. For example, VERA-2R and ERG22+ focus on inmates already
radicalized, whilst SQAT and RADAR extend this to individuals radicalized after detention and
outside of the prison environment, whilst RRAP focuses on individuals in the process of becoming
radicalized (Heide et al, 2019; p. 17). The PREPARE - Preventing Radicalization in Probation and
Release project illustrates that "most of [risk assessments] focused on assessing the threats that
these inmates can pose, the risk of seeing other inmates radicalizing, the risk of recidivism, etc"
(Konradi and Lozano, 2019; p. 20).
The most complete and informative review of existing tools and approach is provided by the project
European Prison Observatory. Prison deradicalization strategies, programs.12 The project focuses
on 7 EU countries (Austria, Germany, Greece, Italy, Latvia, Portugal, Spain) and analyses prison
deradicalization strategies, programs, and risk assessment tools. It also provides an evaluation of
prison de-radicalization practices and risk assessment tools and European guidelines for all 7
countries. Furthermore, risk assessment in EU projects, for the purpose of this research limited to
radicalization, polarization and related themes, can be covered under various EC funding lines. The
Justice Programme 2014-2020, for example, has facilitated numerous projects that employ risk
assessment methodologies. The Empowering Learning Models in Prison (ELMIP) project is one
example of how prison staff are trained in risk assessment methods targeting 200 participants.
Understandably, due to the majority of risk assessments attributed to the prison environment,
various EU projects are designed to increase awareness for risk assessment methods. A sizable
plurality of projects falling in both categories is specifically devoted to training. This is seemingly a
common security-centered approach favored by EU member states which is reactive in nature. The
main aim of the Radicalisation Prevention in Prisons (R2PRIS)13 project through the RRAP
(Radicalisation Risk Assessment in Prisons) package is to reduce radicalization and extremism inside
prisons by enhancing the competences of frontline staff (correctional officers, educational staff and
psychologists, social workers). In a similar way, the project DARE - Database and Assessment of Risk of
violent Extremists14 focuses on the judiciary and implements training of officials from across Europe
by relying on the VERA-2R tool. This follows, and builds on, the development of a European database
on violent terrorists and extremists, which allows analyses and understanding of risk factors and
drivers of extremism and improves strategy and policy interventions. Court files data from 6
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All
relevant
material
from
this
project
is
available
at
http://www.prisonobservatory.org/index.php?option=com_content&view=article&id=31&Itemid=140 (last accessed
June 2, 2021)
13
14

See the project website http://www.r2pris.org/r2pris-project.html (last accessed June 2, 2021)

Description and available material at this link: https://www.uni-bielefeld.de/(en)/ikg/projekte/dare.html (last
accessed June 2, 2021)
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European countries (France, Netherlands, Germany, Belgium, Austria, and Sweden) are gathered
and coded into the database.
As we can see, there is a magnitude of EU projects focusing centrally on the prison environment.
For example, Project RASMORAD P&P - Raising Awareness and Staff Mobility on violent RADicalisation in
Prison and Probation Services15 focuses on preventing radicalization in prisons. This is done by
reviewing the existing literature on radicalization and prison settings. The specific aim of this first
step is to understand how prison settings and detention experiences may be considered as causal
factors in choosing radicalization pathways. It also envisages doing a review of existing tools. On
this basis, the project develops a common risk assessment methodology to detect violent
radicalization in prison, as well as a common operational tool for the risk identification,
evaluation/analysis and management.
Other EU projects that focus on raising awareness for risk assessment methodologies in the prison
and probation content range from Empowering Learning Models in Prison, the European Prison
Observatory, the Judicial Strategy Against all Forms of Violent Extremism in Prison, the Transfer
Radicalization Approaches in Training, Raising Awareness and Staff Mobility on violent
RADicalization in Prison and Probation Services, and the Database and Assessment of Risk of violent
Extremists. In some countries like Portugal, Latvia and Greece, however, research has indicated that
there are no risk assessment tools Ronco et al. 2019; p. 26).
In the 2020 TE-SAT report, it was highlighted that "Individuals prone to criminal activities, including
those currently imprisoned, who radicalize to violence and engage in terrorism, represent a serious
security threat. Several attacks within prisons in 2019 are demonstrative of this threat" (p. 13). Like
public spaces, in prisons, several individuals with differing personalities are forced together in often
overcrowded spaces. Social groups created herein are important indicators of risk for vulnerable
inmates, which subsequently develop political awareness and social belonging (Silke and Veldhuis,
2017; p. 3).
As mentioned, a majority of risk assessments target the prison environment. A few common risk
assessment tools that are not centered on the prison environment are IR46, VAF and RADAR.
However, Silke and Veldhuis (2017; p. 3) argue that the evidence-based on this can be misleading.
The authors argue that most risk assessments and studies on radicalization within prisons are based
on weak and limited case studies.

Population groups
In addition to these different spaces of risk, various risk assessment methodologies are focused on
different population groups. The MLG methodology, for example, analyzes risk deriving from group-

15

The project website is available at http://www.rasmorad.org/ (last accessed June 2, 2021)
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based violence. On the other hand, TRAP-18 focuses predominantly on lone actors (Lloyd, 2019; p.
5). EU projects such as PRIME (PReventing, Interdicting and Mitigating Extremist events: Defending
against lone actor extremism)16 addresses this specific type of threat. The project develops a contextindependent, multilevel risk analysis framework, which articulates the key factors and processes
implicated in lone actor events. It translates cutting-edge theories of criminal development and
criminal events into a conceptual matrix. This model also forms the basis of a risk analysis tool,
envisaged as a diagnostic framework that can guide the identification and interpretation of
indicators ('symptoms' or 'markers') in order to establish their meaning across changeable contexts.
For other tools, we see the same distinction with the IR46 and RADAR-iTE risk assessment tools,
which are used by the Netherlands and Germany to track Islamist extremism. IR-46 differs from ERG
not solely because it is not focused on prisons, but also because its target population is pre-crime
and, therefore, focuses on analyzing signs of radicalization through its methodologies, as seen
below (Lloyd, 2019; p. 21).
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The above table illustrates the IR-46's risk assessment tool's focus on Islamist extremism

This category can also be extended to thematic areas and population groups, such as returning
foreign fighters. In this instance, the RAN CoE Returnee 45 was specifically created to use with
returnees to identify and reduce the risk of violence (RAN, 2017; p. 30).
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See the project’s sheet on CORDIS database: https://cordis.europa.eu/project/id/608354/reporting (last accessed
June 2, 2021)

There is also a gender dimension to risk assessment methodologies. As an example with the UK's
Prevent strategy, male radicalization has been the focus of intervention in the attempts to curb the
prevalence of extremism in the country. It may well be assumed that other countries follow this
same model, at least historically. This is interesting to note from the off start, especially when
discussing the frame of risk assessment methodologies. In 2014, the UK's Prevent strategy, due to
its focus on male radicalization, was unable to respond to cases of female radicalization (Andrews,
2020; p. 5). Prevent, as a measure of the UK's principal counter-terrorism strategy, therefore, can be
coincided with the country's risk assessment tools and methodologies.
The role of women in extremism and terrorism in literature has often been debated. Women are
portrayed as 'nurturing' and 'peaceful' to the extent that women have not been historically typified
as major threats in counter-terrorism strategies (Andrews, 2020; p.7). For risk assessment
methodologies, this is problematic, since violent behavior conducted by women can be treated as
'accidental', again here invoking the narrative of being overly emotional (ibid). However, under
strategies such as Prevent, this same stereotype has drawn women into the counter-terrorism
framework as a result of the role that families have in influencing potentially extremist attitudes
(ibid; p. 8).

Types of risk
When it comes to the types of risks that individuals face, it is important to understand the plurality
and difference between behavior and risk. This is important to understand since risk assessment
methodologies are shaped by the types of risks that individuals present, and that different
methodologies analyze these risks in different ways. In this sense, the most relevant tool from the
Pericles project is the vulnerability assessment tool named MAVAST.17 MAVAST (Multi Agency
Vulnerability Assessment Tool) is designed to support multidisciplinary teams in assessing how
vulnerable an individual is to radical ideologies. It also identifies which information is needed to
increase the reliability of the assessment and provides directions for potential interventions. It is a
prognostic tool.
MAVAST is interesting here since it combines 80 risk indicators of individuals. They include changes
in their behavior, political views, family circumstances, personal factors and social network. The end
goal is to build an evaluation of the individual’s vulnerability to show violent radical behavior at some
point in the future. The tool is specifically designed for multi-agency and multidisciplinary teams. It
takes into account, and adds value to, teams consisting of stakeholders as diverse as police,
municipalities, social workers, and schools.
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For more information about the MAVAST
pericles.eu/vulnerability_assessment_tool.php
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In the prison environment, which has been the main focus of risk assessment methodologies, the
RRAP package relies on Sinai's seven phased model of radicalization in prisons.18 It considers a set
of 10 individual risk factors to join a radicalized group, as well as situational and context-related
factors. The former includes activism and radicalism, personal sacrifice, social dominance
orientation, identity fusion and identification, personal emotional uncertainty, need to belong, selfesteem, and distance to other people and social disconnection.19 Furthermore, the Individual
Radicalization Screening (IRS) provides a broad assessment based on putative risk dimensions that
have been identified in scientific literature as pathways to radicalization and violent extremism.
Considering different behavioral, emotional and cognitive dimensions related to radicalization, this
assessment will provide a more detailed picture about the risks associated with the specific inmate
being assessed. Staff are encouraged to use a 5-point scale system to determine the vulnerability of
individuals, as shown below.
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Depending on the score provided (between 1 - 'Never' and 5 - 'Always), staff will be able to identify
vulnerability.

18

Sinai, J. (2014). Developing a model of prison radicalisation. In A. Silke (Ed.), Prisons, Terrorism and Extremism: Critical
issues in management, radicalisation and reform (pp. 35-46). Oxon: Routledge.
19

See Esgalhado, G., Pereira, H., Monteiro, S., Costa, V., das Neves, P. & Reis, S. (2018). R2PRIS – Radicalisation Screening
Tool.
https://ec.europa.eu/programmes/erasmus-plus/project-result-content/0b4a914e-064a-4dbf-b4b0db89bcd85c21/IO2_Eng.pdf

Under the MONITOR project, there is a Framework of Radicalization Risk Indicators for Early
Prevention.20 It offers a conceptual framework of radicalization risk and vulnerability indicators and
guidelines for interpretation. On this basis, the project aims to develop early-warning mechanisms
for frontline practitioners, especially for those working in countries that lack specific prevention and
counter-radicalization policies. The framework comprises mainly individual-level indicators (see
table below). The latter are divided into two categories: cognitive (expression of opinions, beliefs,
and attitudes at verbal level), and behavioral (changes in practices, actions, and appearance). Both
groups are also further subdivided into three categories: suggestive, red flags and high risk. This
distinction reflects how immediate the risk appears to be. Suggestive indicators point to signs of
vulnerability, and are intended to support a more in-depth, professional assessment of potential
vulnerabilities; they cannot be viewed in isolation from one another. They provide supportive
information that may be useful when considering the complexity of a situation. As seen below, red
flags are stronger indicators of risk-relevant behaviors and attitudes, but they also need to be
viewed in combination and put into context.21 High-risk indicators is quite a self-explanatory
category.
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Overview of vulnerability and risk indicators (Dzhekova, 2017; pp. 64)

20

See https://ec.europa.eu/home-affairs/content/framework-radicalisation-risk-indicators-early-prevention_en (last
accessed June 2, 2021)
21

For a detailed discussion of factors and indicators considered in this framework, see Dzhekova R. et al.(2017),
'Monitoring Radicalisation: A framework for risk indicators', Center for the Study of Democracy,
http://www.csd.bg/artShow.php?id=17916 (last accessed May 31, 2021).

The above-mentioned projects and tools have included frameworks to identify factors ranging from
cognitive and behavioral signs and have included various indicators to illustrate risk. As mentioned
previously, when it comes to risk assessment for radicalization, it is important to understand the
factors that drive individuals into violent extremist action. It has to be distinguished between the
specific vulnerability of individuals as some are more prone to be drawn into extremist groups, while
at the same time outer risk factors and societal, governmental or economic structures have to be
taken into account. Given that there is a long list of possible risk factors, some of them being rather
vague, makes risk assessment in this regard difficult. The risk assessment tools therefore usually
focus on individuals and try to understand their background in different areas, like education,
religiosity or economic wealth, to see what factors can be found among a majority of radicalized
people and to draw conclusions from that. However, as multiple factors can influence an individual
to radicalize, it is difficult to set up a ‘profile’ of an extremist. Another difficulty is that no studies until
now22 could prove a direct causal link between the different factors and radicalization (Mirahmadi,
2016, p. 131/Abaidi et al., 2019, pp. IVff). Even though more people agree with the aims or values of
radicalized groups, only few tend to turn these views into violent action, making it hard to study the
exact types of risk for radicalization (Stern, 2016, p. 104).

Risk factors
Assessing the risk factors has been done in multiple studies by analyzing social media and internet
accounts through algorithmics as well as using interviews with either people who have already
radicalized or identified groups at risk, focusing on social and personal factors that could lead to
radicalization. Studying online behavior, like tweets or retweets, has been identified as a particularly
good approach when it comes to predicting violent acts (Abaida et al., 2019; p. 19).
Another study has used criminal records of radicalized individuals to get an understanding of their
way in life so far and how it relates to radicalization. Besides that, studies have also used regression
analysis, trying to find out about the link between individual character traits and opinions about
terrorist activities, and others conducted a systematic review of proof of radicalization and
interventions against it (Abaida et al., 2019, p. 13f). Psychometric tools have also been used in
multiple studies to measure e.g., attitudes towards certain ideologies or religious beliefs (Abaida et
al., 2019; p. 16).
The structure to describe the different types of risk will be according to a matrix that has been
developed by the BRAVE (Building Resilience Against Violent Extremism) project, as this model has
been found, after reviewing different literature, to sum up the risk factors well.
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As this text is from 2016, this information is not up to date, but no other more recent studies on this topic were found
in research.
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The above figure displays a matrix on potential risk factors in radicalization (Mirahmadi, 2016; p. 132)
This figure shows pull and push factors for different categories, with push factors referring to
negative elements culturally, socially and politically in one’s social surroundings, therefore ‘pushing’
a person to radicalize. Pull factors describe the offers by an extremist organization that positively
draw an individual into this organization (Hassan, 2012; p. 18, as cited in Mirahmadi, 2016; 131).

Sociological motivators
Group dynamics and peer pressure are factors that have a big influence on individuals. Findings of
different studies are summarized in this section.
Many risk factors referring to groups start with individuals experiencing that they have been
wronged and feeling some kind of injustice that might be shared with other people. Group dynamics
then play an important role - once individuals have joined certain groups, being attached to the
other members and their opinions can influence decision-making and taking action. Joining these
groups can have multiple individual reasons – like wanting to express one’s frustrations with a
perceived power elite, seeking material advantages or salvation from a feeling of disgrace, wanting
to become a hero, with the actual goals of terrorist groups like changing the world/building an
Islamic state might only play a secondary role (Stern, 2016; p. 105f). As mentioned, some EU projects
have focused their risk assessment methodologies on these group dynamics. For example, the

R2PRIS project, through its RRAP package, focuses on individual risk factors to join a radicalized
group.
It is important to recognize these group dynamics since normalizing extremist groups’ ideals can
lead to discriminating outgroups, and being very convinced of a certain ideology is linked to
preferring more extreme social groups, with an increased chance of these individuals to accept
political violence. Feeling socially excluded can also drive individuals into extremist groups as well
as a lack of connection to a standard daily life. Ethnocentrism is seen as a strong predictor for
extreme opinions that can be increased when experiencing a good connection to the ingroup
(Gøtzsche-Astrup et al., 2020; p. 1132).
Generally speaking, social alienation of individuals is considered a risk factor because these people
are usually looking more for social bonds and acceptance within a group and are experiencing more
pressure and influence from peers. Experiencing discrimination, especially among immigrants, is
another risk factor to support radical groups as well as a lack of protective factors that could either
be strong ties to other people like one’s family, religious leaders, teachers or coaches (Mirahmadi,
2016; pp. 132f). Immigrants are additionally at a higher risk of joining extremist groups when they
neither feel particularly attached to their home country nor to the country they have immigrated to,
and experience marginalization or a feeling of insignificance, as research shows “a correlation
between support for violent extremism and social marginalization” (Stern, 2016; p. 105).
In the UK, being in contact with a charismatic leader of an extremist group is considered as the most
important reason for radicalization (Skoczylis & Andrews, 2019, as cited in Andrews , 2020; p. 3). As
such, the VAF is used through Prevent and Channel to identify these signs of risk in youth, particularly
in education. Especially in youth, this is important since individuals tend to join terrorist or
radicalized groups for similar reasons for why they would also join other kinds of organizations,
such as sports teams:
“They concur with the group’s mission; or they are persuaded to join by friends or family members;
or they are attracted by the spiritual, emotional, or material benefits of belonging. Individuals are
influenced at several different levels—personal psychology or history, group dynamics, and social
conditions”(Stern, 2016; p. 104).

Psychological motivators
Even though some social scientists still say that individual psychosocial aspects should not be
considered when it comes to risk factors (Stern, 2016; p. 104), individual psychological motivators
play a specifically important role as each person responds to outer risk factors differently –
otherwise, all people who suffer from poor socioeconomic situations for example would have to be
at a higher risk of radicalization.
As it was already mentioned before, it is difficult to make out a profile of a ‘typical extremist’ because
so many different factors influence the process of radicalization. Still, some risk factors stick out
from different literature reviewed that will be shortly summarized in the following section.
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A study using the ERG22+ tool focusing on people who have committed crimes because of their
support for Islamist extremism has found out that among the strongest risk factors were the “’need
to redress injustice,’ ‘need for identity, meaning and belonging,’ ‘political and moral motivation,’ and
‘attitudes that justify offending’ and ‘access to networks, funding and equipment’” (Powis et al., 2019;
p. 8), with the first two being the strongest factors (ibid.; p. 12). More frequent factors that were
added by the participants in this study referred to the misuse of substances, problems in the family
and physical disabilities. This study though also stressed that there was no clear picture on how
mental health affected the risk of radicalization, with the more recent tendency to say that mental
health issues were affecting it especially regarding certain extremists, like people acting alone.
Research should be expended on this topic, especially distinguishing between different mental
health problems and illnesses when looking at their potential to affect radicalization (Powis et al.,
2019; p. 12f). It has only been in the last years that more people with a more fragile mental health
were among extremists that drew more attention to considering mental health when assessing risk
factors (ibid.; p. 14f). Especially suffering from PTSD seems to push individuals also more often into
violent acts, possibly as an act of revenge (Mirahmadi, 2016; p. 133f). However, other literature
states that this cannot be put generally, as while some extremists having dealt with trauma and
discrimination turn to violent actions, others rather tend to nonviolent activism (Stern, 2016; p. 105).
Subclinical disorder, aggression, authoritarianism and social dominance orientation as well as trait
anxiety also play roles when it comes to radicalization, as found out through clinical studies. Its
process though “always involves social psychological processes and phenomena (e.g., social
interaction, social influence, social context, shared representations and identities, and so forth)”
(Gøtzsche-Astrup et al., 2020; p. 1129).
Different theories have been built up to refer to these phenomena - the uncertainty-identity theory
e.g. showing how uncertainty regarding one’s identity can draw individuals closer to groups with
autocratic structures and populist ideas (Hogg, 2014, as cited in Gøtzsche-Astrup et al., 2020; p.
1130). The ‘quest for significance’ theory (Kruglanski et al., 2014, as cited in Gøtzsche-Astrup et al.,
2020; p. 1130), based on the 3N Model of Radicalization, refers to a person feeling to have lost one’s
personal significance and therefore leaning towards violent extremism, while in the theoretical
framework of the devoted actor theory (Atran, 2016, as cited in Gøtzsche-Astrup et al., 2020; p.
1130), “it is the adoption of sacred, nonnegotiable, and absolute values that sow the seeds for
extreme acts” (Gøtzsche-Astrup et al., 2020; p. 1130), with the devoted actors engaging in any kind
of extreme action to protect their values. Furthermore, “Terrorist leaders exploit a basic human
need – the need for meaning, achievement, or esteem” (Stern, 2016; p. 107), meaning that terrorists
often use people’s desire for personal significance to draw them into their groups and promise the
satisfaction of this desire.
An overview based on the factors leading to radicalization in US American college students, drawing
on literature as well as a case study methodology with so-called Campus Behavioral Intervention
and Threat Assessment Teams (BITs/TATs), compromises different risk factors that can partly also
be found in literature referring to the European context. The paper focuses on the point at which
ideological beliefs turned into violent and extremist action to reach ideological goals. It takes into
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account suicidality as a driver for violent action – hence referring to some people deciding for violent
actions because they see these as justifications to get killed in a suicide attack when they want to
escape life anyway. Another risk factor is a hardened point of view and collecting injustice – hence
referring to individuals only hearing and reading about what they want to hear and read, rejecting
other’s opinions while at the same time stressing injustices that have happened to them, even when
these lay back way behind, or generally experiencing perceived injustice when it comes to topics as
broad as employment, health, social status or general societal inequalities, with these feelings
possibly targeting a group in society that is seen as their cause. Individuals might also seek the safe
space of a like-minded community, but also the support for their own views within this community.
Blaming somebody else for one’s misery or generally making a distinction between one’s own rather
flawless actions and an enemy’s wrong ones could also be an indicator. People that are experiencing
specific losses or failures, especially within their social networks, can also tend towards
radicalization. They might feel as if no (social) movement is possible for them anymore and
therefore lean towards extremist ideas. But not only exclusion from social groups, but also more
generally turning away from values that the broader group of the society shares, including
frustrations on the political or social level, can be a risk factor for extremism. Before actually
completely turning to violent extremism, one has to see violence as a justifiable means to achieve
their goals, usually preceded by moral disengagement and dehumanizing the enemy. Different
characteristics that are often linked to proneness to violent extremism are according to this study:
People that have already seen violence early either in their homes or their social surroundings,
individuals that show symptoms of depression, that lack self-esteem and tend to be manipulable,
people that have already spend time in jail, that are religiously naïve or that are looking for new
thrills (Van Brunt, Murphy and Zedginizde, 2017; pp. 83-87).
There are also factors that can mobilize general risk factors (Van Brunt, Murphy and Zedginizde,
2017; pp. 88-90). These could be that an individual has already expressed a direct threat of action
in some way; that one is usually very quick in responding to conflict in a negative way instead of
focusing on solutions; one could show more and more that he/she is eager to act violently because
of an increased frustration; one could experience a certain event that might trigger violent action; a
person could be suicidal and show signs of hopelessness; one could feel pressured by a group to
actually take action to prove one’s viewpoint; one could show that he*she is more and more
focusing on only one target group/system/person with their anger and frustration; one could have
lost a protective factor of turning to violent extremism like their job or some kind of relationship;
and finally, two red flags that somebody is planning a violent action could be that a person has
access to weapons or is trying to get access, and that it has been found out, either intentionally or
unintentionally, that he/she is planning an action or glorifying violent actions that have taken place.

Ideologies, beliefs and values
Even though religiosity is not considered a risk factor by itself for being vulnerable for radicalization,
the justification of violence and hatred towards certain groups with an ideology or a belief is very
common among extremist groups. The narratives extremist groups use are usually pretty simple,
mainly creating an ‘us/good vs. them/bad’, while at the same time presenting a single viewpoint that
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does not accept other values or opinions (Mirahmadi, 2016; pp. 134f). These narratives have justified
the creation of the risk assessment tools IR46 and RADAR-iTE, which exclusively focus on Islamist
extremism, particularly in the Netherlands.
Ideology is important when it comes to the motivation of the extremist – while ‘solely’ violent actions
by non-extremists might be for personal gain or personal problems, violent extremists usually are
motivated by their ideological beliefs, though it could also be that they still seek the personal gain
that an extremist group might has to offer them as it is often the case with ISIS (e.g., respect and
status) (Powis et al., 2019; p. 3).
Political grievances
Political grievances are considered as one of the most important aspects for people to radicalize
and can relate to any decision politicians take that people are not content with. If regimes do not
address this dissatisfaction, this can eventually lead to their delegitimization and other groups
addressing the grievances, like extremist groups. Moreover, global topics might be used and
individualized, appealing to an individual feeling of injustice for recruitment. Feeling like one’s
country is occupied by foreign powers also relates to terrorism as well as state repression, including
the use of violence by the state against civilians which might then legitimize using violence for the
citizens, government corruption and little civil freedom and political rights, including political
underrepresentation or other forms of perceived discrimination (Mirahmadi, 2016; pp. 135f). Moral
and/or social-political dissatisfaction could be followed by changing one’s political and social
attitudes which could then be a risk for radicalization (Skillicorn et al., 2012, as cited in Abaida, 2019;
p. 19). When a state system transitions from an autocratic to a democratic system, this is considered
a higher risk, while failed states and fragile regimes are at a higher risk for terrorism as well (Stern,
2016; p. 103). As such, various methodologies include political grievances in their indicators of risk,
whereby EU projects such as RiskTrack have used its methodology to track tweets and posts in the
online environment to identify risk.

Economic factors
The relation between economic factors and everything included in it (like unemployment or poverty)
and the tendency to radicalize is highly discussed within this field of research with different studies
either showing that only having low-income jobs can be a driver for radicalization and others saying
that unemployment or low income does not necessarily lead to radicalization (Mirahmdi, 2016; p.
136). They are probably all right in some way – economic factors do not necessarily lead directly to
radicalization but could possibly play a role if other factors add to it or if a person is specifically
vulnerable. While radicalization can be caused by socio-demographic causes, this explanation is not
exhaustive since then more people would turn to radicalization (Lara-Cabrera et al., 2017; p. 10892).
However, feeling relatively deprived and as if one is not earning enough or feelings of “perceived
economic inequalities, discrepancies of national resource allocation, or even political
disenfranchisement” (Mirahmadi, 2016; p. 137) can lead to individuals radicalizing. The prison
environment is particularly relevant in this discussion, especially when discussing the socio-
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economic conditions of individuals prior to imprisonment. This can also explain why the vast
majority of EU projects have targeted their risk assessment methodologies on the prison
environment.
Also, education seems to become a risk factor in unfavorable socioeconomic conditions (Stern,
2016; p. 103). A study with more than 4000 ISIS recruits has shown that they had better education
that the average population but were not employed for that level of education (Dodwell, Milton, and
Rassler, 2016, as cited in Stern, 2016; p. 109), with underemployment being a risk factor that has
been demonstrated in many other studies as well. In Europe, Muslims have a higher level of poverty
than the average population which often results from unemployment or being paid lower wages
than the rest of the population, leading to them feeling discriminated against and at a higher risk
for radicalizing (Stern, 2016; pp. 109f). With education, EU projects have typically focused on youth,
especially within the UK with tools such as VAF.
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For reference, all the EU projects mentioned in this research are highlighted in the table below, along
with the tools used (if the information is available) and their focus area.
EU Projects, risk assessment tools, and focus
Risk
Assessment Focus area
Tools/Methodology

EU Projects

Public Resilience using TEchnology
Counter Terrorism (PRoTECT)

to

EU Vulnerability Assessment Tool

Public spaces

PRIME
(PReventing,
Interdicting
and
Mitigating Extremist events: Defending
against lone actor extremism)

PRIME Risk Analysis Framework (RAF)

Lone actors

Prevent/Channel

Vulnerability Assesment Framework/ERG22
+

Schools/youth/general
population

in

RASMORAD PP risk assessment tool
(proprietary methodology, protocol and tool
developed within the project)

Prisons
services

Raising Awareness and Staff Mobility on
violent RADicalization in Prison/ Rasmond
P&P

RASMORAD PP risk assessment tool
(proprietary methodology, protocol and tool
developed within the project)

Prisons

R2PRIS

HV Helicopter View/ FBOG/ IRS

Prisons

Database and Assessment of Risk of violent
Extremists (DARE)

VERA-2R

Judiciary

TREC - Tackling Radicalisation and Extremism
Custodial Agencies

VERA-2R

Prisons/Probation

RiskTrack

n/a

Social networks/social media

Projects within the Netherlands

Radixc

Education/youth

PERICLES (Policy recommendation and improved communication tools for law
enforcement
and
security
agencies
preventing violent radicalisation)

Multi Agency Vulnerability Assessment Tool
(MAVAST)

P/CVE broadly

Transfer
Training

Radicalization

Approaches

and

probation
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Gaps, limitation,
challenges

shortcomings

and

Risk assessment tools and methodologies are instruments far from being perfect. On the contrary,
the literature review on this topic underlines a substantial number of gaps, limitations and
shortcomings. First, the nature of the literature on extremism and terrorism in not appropriate to
inform the development of tools that avoid over estimation or underestimation of risk in a
meaningful way. This means existing tools cannot accurately differentiate between individuals who
are likely to engage in terrorism and those who are not.
In a parallel way, definitions need to be clarified before their inclusion in any tool and need to be
linked to conceptually sound and well established theoretically accounts of the phenomenon. For
example, radicalisation is not a suitable definitive term for inclusion in any RA tool.
Risk assessment tools and methodologies are, in most cases, not predictive. Risk assessment tools
are currently predominantly used with identified offenders to assess their risk of re-offending.
Evidence of past offending is key in the risk assessment. Moreover, especially in the case of ERG22+
and VERA-2R, they are instruments that require a high level of staff qualification. The developers of
VERA have also developed a protocol that allows the tool to be used only by those who have been
trained. Another important aspect concerns the complexity of the evaluation process which, being
based on a Structured Professional Judgement approach, requires a combination of systematic
structural evaluation protocols and professional judgements. ERG22+, in particular, recommends
the use of the tool by several assessors at the same time to avoid risks of manipulation. These are
therefore tools and processes that require long timescales and the availability of considerable
resources.
Another important issue is related to the different needs linked to specific prison environments at
national level and the degree of flexibility and adaptability of these tools. For instance, in the Czech
Republic, a broader risk assessment tool, named SAIRO, was developed on the basis of VERA and
ERG in order to address the challenges of different extremism, not only Islamist extremism
(Vejvodová and Kolář, 2020). At present, the application of these instruments in Europe appears to
be very varied and fragmented23. Some countries like Greece, Latvia and Portugal do not have this
kind of tools or are developing them. Other countries such as Austria, Belgium, Sweden, Germany
and the Netherlands mainly use VERA-2, but often its concrete application follows different
procedures and is combined with other risk assessment tools used in prisons. The overall picture

Some information on formal professional risk assessment used in prison services in relation to
radicalisation
and
violent
extremism
are
available
on
the
website
EUROPRIS
(https://www.europris.org/epis/kms/?detail=348)
23
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that emerges from the European Prison Observatory project (Ronco at al., 2019) shows some critical
points that can be summarised as follows:
•

indicators of radicalisation are often used that are not adapted to the specific context and
that can pose a serious risk of stereotypical and superficial evaluations;

•

the staff training in many cases is still ongoing and members of prison and probation staff
are not adequately prepared and supported;

•

lack of transparency in tackling the radicalisation phenomena: information is often
'classified' and not always available to facilitate collaboration between different staff and
agencies.

Finally, the last criticality detected, recognised by some tool developers, but also by many scholars
and experts on terrorism and violent extremism, concerns the strictly individualised approach
underlying these risk assessments. That is, radicalised people must be considered and analysed
within a broader socio-political context both in terms of motivation and potential threat (Zaia, 2018).
Moreover, In the case of terrorism, any role for risk assessment in pre-criminal space is problematic,
empirically unverifiable, and poses moral and ethical issues. This vulnerability derives, partially,
from the fact the vast majority of risk assessment tools and methodologies are drafted and tailored
for prison population.
As we have seen, all these tools and mechanisms aim to understand the radicalisation process
taking into account its complexity and all the factors, internal and external, that come into play. Each
assessment process must therefore be specific to individual and situational contexts. This is
therefore an ambitious task with several critical issues:
•

vulnerability indicators are very difficult to identify precisely and difficult to distinguish from
normal behaviour;

•

Preparation and tools available to frontline practitioners are not always adequate enough to
analyse and understand the complexity of the situation;

•

Risk of increasing feelings of mistrust and stigmatisation among specific categories of
people, groups or communities

Researchers and developers of such tools encounter several difficulties towards the subject matter
of the survey and the availability of data. First, they are faced with people who are generally reluctant
to cooperate, who are protected by external controls, and access to data and information that is
classified is often problematic. All this limits the statistical power of the results and makes empirical
control difficult to evaluate the possible predictive value of the tool. Recent studies seek to evaluate
the usefulness of these violent extremist risk assessment but as they are based on case studies, the
findings may not be generalised (Beardsley and Beech, 2013).
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Lack of specific methodologies and tools for population
groups
In recent years the attention for population groups other than prisoners has increased, but research
and studies to better identify radicalisation indicators and develop related risk assessment tools are
still insufficient. For instance, some scholars suggest that general risk factors used in prison operate
differently across gender and that women-specific risk factors are neglected in existing “genderneutral” risk assessment tools (Scanlan, 2020; Europris, 2017), but the reflection and the scientific
debate is still in its infancy.
While risk assessment is a well-established field of research and practice there are several critical
issues that dominate the field: the need for access to substantial population samples for the
purpose of testing the tools, the need for access to diverse samples (women, children, teens,
transgender youth, neuro non-typical youth, individuals with a cognitive disability etc) to examine
the validity of the tool amongst these populations. While risk assessment related to extremism and
terrorism is relatively new, we do know from other areas the issues that emerge in any effort to
design, develop and use risk assessment tools amongst a population engaged with a criminal justice
system. Apart from the problem of sample sizes in the case of terrorism, and the lack of diversity in
the samples (both demographic and ideological) there are other issues to consider. Research that
looked at youth offenders has revealed that for youth and children, as might be expected risk varies
over time as context and developmental issues change. In addition, given the limited gender and
age data, there needs to be significant attention paid to within group differences in any risk
assessment evaluation (Miccio-Fonseca and Rasmussen, 2018). A hugely important issue in risk
assessment identified for youth is the importance of not using adult tools for young people.
Research demonstrated that the risk factors for adults and youth are different, and when youth are
assessed on adult scales oftentimes their level of risk is assessed as higher than should be (MiccioFonseca and Rasmussen, 2018) leading to the labelling of youth as dangerous when this is not in
fact the case. Key findings on risk assessment for youth populations is that it is imperative that tools
are developmentally and gender-sensitive that take account of the social context as well as
protective and resilient factors (static and dynamic). Importantly, a key element in any tool used with
young people undergoing normal cognitive, physical and moral developmental processes is that the
tool can accurately evaluate the changes in risk and protective factors over time.
The majority of tools, such as ERG and VERA, are focused on prisons and offer little to no possibility
to extend to specific target groups, such as returning fighters. Moreover, even within the prison
environment, more needs to be done to distinguish between vulnerable inmates, radicalised
inmates and inmates at risk, for example (Fernandez and Lasala, 2021; p. 21).
Furthermore, in a paper by Dzhekova et al. (2017), the authors note that risk assessment tools rely
on violent risk assessment protocols and on psychometric scales that have been tested and verified
in prison settings, and they are also empirically driven. However, they remark that using vulnerability
assessment tools on the general population for preventive purposes is problematic both in terms
of evaluating their effectiveness, and in terms of practical application.
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“This is because the nature of ‘vulnerability’ indicators (most often observable behaviours and outer
appearance) is generally more ambiguous in distinguishing worrying from normal behaviour, but
also because frontline practitioners do not always have the necessary knowledge and
understanding to judge the level of vulnerability of an individual or to access additional information
to support their judgement of the complexity of a case and its root causes, beyond their
observations of behaviour and appearances” (ibid.; p. 49).
The security-centric, and potentially short-term vision of only applying risk assessments to the
prison environment, albeit this is one with the highest prevalence of radicalization, risks neglecting
other areas, such as within schools. On the topic of schools, coincidently, except for the UK, there is
very limited information from projects across the EU on risk assessments conducted in schools.
Correlating this with the lack of assessments online, this can present a major risk of youth
radicalization in the future.
Moreover, prejudice and stereotyping of minority and discriminated against populations is a serious
risk in the development, testing and use of risk assessments that are not standardised or validated
with large samples. This is ethically problematic but also will reduce the accuracy of the RA tool.

Lack of multi-dimensional and multi-professional approach
For risk assessments in general, following an earlier literature review of general risk assessment, a
majority of methodologies were developed by psychological or behavioural sciences experts, whilst
very few tools, such as SyfoR, included experts from other disciplines, such as medicine (Scarcella
et al. 2016; pp. 14).
Risk assessments methodologies, and research thereof, are arguably reactive. As such, it was argued
by the authors in this review that the majority of risk-assessment tools had been developed
following events, rather than being targeted for specific issues, whereby most studies have been
influenced by the 9/11 events (ibid; pp. 15). An example of this can be TRAP-18, which was designed
in response to the lone actor shootings in the US (Lloyd, 2019; p. 5). As a result, we can see that most
risk assessments, and research thereof, are focused on reducing the risk of extremist offenders, i.e.
those that are in prison. As the author states, due to this fact, "less attention has been paid to risk
assessment in the prevention of violent radicalization into terrorism" (Sarma, 2017; p. 280).

Online space
If we combine this with the fact that EU projects (and lines of funding) do not require, nor do they
leave much room for theoretical speculation, this can become a major challenge in adapting to the
risks of radicalization in environments such as the online space.
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Regarding risk assessment in an online environment, it can also be said that it becomes more and
more difficult to identify those messages which might be tools of radicalization. Many of these
messages are coded, or not containing explicitly violent message, presenting messages and pictures
which are affecting the individual’s cognitive biases and through this influencing the radicalization
process (Bouko et al, 2021; p. 16).
Relatedly, the meme culture and satire used by extremists have often blurred the boundaries
between extremist attitudes and harmless content shared on social media. The difficulty in
challenging this behaviour is how risk assessments identify the balance between freedom of
expression and extremist narratives. Particularly online, this is impacted by the fact that there is
little clarity on what successful deradicalization may look like in risk assessment methodologies
(Silva et al. 2019; p. 205).

Privacy
One of the main critiques coming up regarding these methodologies is the violation of privacy. Both
in life and online, in order to gather the necessary data for properly performing risk assessment
comes with comes with crossing the line between public and private. At the same time, an individual
cannot presume that once social media posts and photos are shared the protection of privacy is still
in place (Meloy, 2018; 8).
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Evaluation bias and shortcomings
Another shortcoming of these tools is connected to the one assessing the risk: sometimes
practitioners come with biases which are influencing their decision regarding individual cases (Lloyd,
2019; 6). This applies also to the way in which these methodologies are constructed, namely that
some of the indicators of these tools are focusing only on a certain population targeting for example
just Muslims and religious extremism (ibid.).
Existing tools are heavily reliant on subjective professional judgement. Research from other fields
has demonstrated that the judgement of professional assessors (e.g., psychologists or psychiatrists)
are poor indicators of dangerousness.
The motivations and biases of any assessor is a realistic issue for consideration in any testing
process. The interpretation of results is also similarly influenced.

Lack of sufficient empirical data
One of the challenges with risk assessment tools such as VERA and ERG 22+ is that they have not
been validated because of lack of empirical data. For instance, the Canadian Violent Extremism Risk

Assessment (VERA and VERA 2), as well as the UK’s Extremism Risk Guidelines (ERG) 22+, both used
across Europe and elsewhere, are only verified through feedback from professionals and empirical
findings.
The field is in its infancy and is not empirically rigorous enough to support operational use of risk
assessment tools that are validated and objective.
Currently given the state of the research from the field and the low base rate, we are unlikely to
move from what are clinically based (subjective) tools to actuarial tools.
While there is broad consensus in the literature regarding risk factors for terrorism, the empirical
evidence does not exist to test whether these risk factors are discriminatory (i.e., sufficiently
differentiate between those who engage in terrorism and those who do no). This is also called
convergence validity.
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Conclusions
The spectrum of risk assessment tools and methodologies is largely influenced by the factors that
determined their origin and that, theoretically, guide their application. In fact, they were born in the
context of criminology studies to determine the degree of (theoretical) recidivism of for a wide range
of crimes against the person and property. Subsequently, with the evolution of the phenomenon of
jihadist terrorism and its elevation to a global threat, an attempt was made to adapt the risk
assessment tools and methodologies to the complex universe of violent political subversion.
However, both the theoretical conceptualization and the practical applications of these tools have
been affected by the "original events" that have favoured their structuring and dissemination.
Specifically, some "original sins" are linked to the "original events" which still limit, circumscribe and
minimize the use of these tools, especially in an international context in which the mechanisms of
violent radicalization are not exclusively an expression of certain forms of Islamism and they do not
slavishly coincide with terrorism.
The first of these original sins is that risk assessment tools are, for the most part, calibrated on the
phenomenon of terrorism and, consequently, leave out all the rest of the range of individual and
collective factors and characteristics relating to violent extremism and the process of radicalization
as a whole. As stated earlier in the report, the terrorist phenomenon is only one aspect of violent
extremism and, moreover, very particular and peculiar. Secondly, instruments calibrated on
terrorism are inevitably linked to a terrorist action, therefore to a criminal act committed by a person
who, if arrested, becomes a prisoner for terrorist offenses. Therefore, the risk assessment tool
reaches the end of the radicalization process or in a decidedly mature part of it and is inadequate
and blunt in detecting embryonic and preceding signals to a violent act such as an attack. It follows
that the methodologies analysed in the report have little predictive power and serve "only" to
understand how to manage a terrorist offender during his period of detention and possibly in his
period of rehabilitation and reintegration into society.
The second original sin is that the tools analysed are mainly focused on terrorism and violent
extremism of a jihadist matrix which, currently, is only one of the many types of radicalism present
in Europe and in the world. A jihadist terrorist has different motivations, original factors of
radicalization and ways of manifesting his predisposition to violence than a terrorist of the far right
or far left.
A subsequent vulnerability derives from these two elements, namely that the risk assessment tools
and methodologies are excessively linked to the prison, to the male and the adult populations. They
are inadequate when it is necessary to analyse the pre-criminal space, young people, women or
alienated and discriminated ethnic, religious, sexual and social minorities.
In addition, almost all the analysis tools are focused on the individual and on his personal path,
giving greater weight and importance to the individual factors of radicalization. This approach poses
two major problems: the first is that group dynamics and factors are generally underestimated,
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while the second is that there is a lack of reliable tools specifically dedicated to detecting elements
of vulnerability and signs of extremism within communities. The level and risk of violent extremism
within a specific target group are not the mere sum or the percentage of vulnerable or radicalized
individuals within that group.
Another element not to be underestimated is the sustainability and overall scientific validity of these
tools and methodologies. In fact, one of their main problems lies in the lack of sufficient data to
support the basic theoretical systems. The number of terrorists is very low compared to the totality
of the population and, in addition, the number of terrorists willing to collaborate with the authorities
and researchers even less. Therefore, the statistical power of the tools is negligible and does not
allow the sedimentation of a solid evaluation and comparison model. At the same time, the most
used tools at European level rely too much on the assessments of individual professionals who, as
human beings, can be subject to bias and prejudices. Finally, the majority of the creators of these
tools and methodologies are behavioural psychologists and social scientists. However, a
phenomenon such as violent extremism and radicalization is so complex and structured that it
requires a holistic approach and the collaboration of different professionals with complementary
backgrounds to create a multifaceted and multidimensional tool.
Overall, risk assessments should in the best case not only be conducted by psychologists but have
an interdisciplinary approach to serve the different factors that can lead to radicalization.
Even though the above-mentioned risk assessment tools have already led to significant findings on
the factors that lead to radicalization, causal links between certain factors and radicalization cannot
be made, and it remains problematic to interpret the signs of an individual in the right way.
We can assume that the tools that were analysed are not focused on vulnerability factors but are
focused on identifying radicalized people. Radicalisation is a very complex process and its analysis
and assessment can only be done through a multi-level approach encompassing micro-, meso- and
macro-level factors and online and offline dimensions.
In summary, these tools risk aging quickly and badly, especially if we consider the fact that the
current scenario of radicalization and violent extremism phenomena is heterogeneous, hybrid,
changing and difficult to be closed into watertight categories. While maintaining an important role
in prisons in the processes of radicalization of prisoners, today the approach to violent extremism
takes place in non-traditional and often non-politicized physical and virtual spaces. Extremist
rhetoric and propaganda infiltrate public debate in a subtle and silent way, without showing explicit
and aggressive symbols, and manipulating arguments and opinions that are not necessarily radical.
Furthermore, with a view to strengthening prevention as a key tool of contrast strategies, it appears
imperative to develop tools capable of acting in the pre-criminal space and in all those social
contexts that were once neutral but today increasingly characterized by the exponential growth of
polarization and of the violent conflict between individuals and communities.
More in detail, the analysis of the risk assessment tools for violent extremism and terrorism at
national level is highly complex and presents some controversial aspects.
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Firstly, violent extremism is the final product of radicalization, a complex multifaceted process that
cannot predicted by one variable alone. For violent extremism to grow, there must be a precise
alignment of several situational and individual factors that may not have the same effects on other
individuals. For this reason, attempting to define a clear-cut and strict framework of risk assessment
tools for evaluating the violent extremist threat at national level risks erasing the uniqueness of this
human experience by applying top-down models and, in turn, creating more societal pressures than
it was intended. Therefore, the assessment of the risk of violent extremism in society must always
relies on the research and quantitative and qualitative analysis that is conducted at group and
individual level.
Secondly, since the focus of risk assessment tools at national level is the likelihood that a terrorist
attacks hit any societal asset and counter-terrorism activities are conducted by security agencies,
some pieces of information are classified and cannot be accessed through an open-source research.
For this reason, the definition of the general criteria to assess the terrorist threat relied on previous
academic studies and on a re-elaboration of available data.
Thirdly, despite the European Union has created a legal framework for exchanging information
regarding counter-terrorism activities and prevention of violent extremism, the system of detection
and monitoring of terrorist threats and the parameters of evaluation thereof are not completely
standardized yet, hence risk assessment tools may differ from one another. Against this backdrop,
defining a general framework of the threat assessment tools at European level is still difficult.
However, the new EU Counter-Terrorism Agenda (2020) will try to bridge the gaps that still exist in
terrorism threat assessment at European level. Indeed, the first goal of the new European strategy
is focused on anticipating potential threats by reinforcing risk assessment through different actions:
•

Strengthening the collaboration between national security agencies and intelligence services to
increase our situation awareness and support our risk assessment capabilities. In order to
elaborate solid threat assessment, EU Member States should ensure that the EU Intelligence and
Situation Centre (EU INTCEN) relies on accurate and up-to-date inputs and resources (Ibid., p. 3);

•

Setting up advisory missions to support Member States in elaborating targeted risk assessments
that may allow stakeholders of different sectors to better anticipate potential attacks. (Idem);

•

Building new research initiatives to enhance the capacity of law enforcement authorities as
regards analytical solutions for dealing with online content and new technologies. EU-funded
research will also strengthen early detection capacity of potential terrorist threats by exploring the
use of Artificial Intelligence to allow for more efficient processing of data.

•

Improving detection technologies that may detect objects and substances of concerns (bombs or
bomb-making materials) and developing innovative solutions based on Artificial Intelligence to
prevent the creation of new terrorists’ accounts on social media.
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